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[EIp ECX EDX ESI EDI B | GA 00 push 0 OptionalHeader. AddressOTENTryPOINT [
. 60 pushad =
N 9c pushfd l EAX  00SAFFAC
. 55 push ebp EBX 00795000
. 8BEC mov ebp,esp ECX  003C8008 <xtea.Opt
. 83eC 30 sub esp,30 EDX  003C8008 <xtea.opt
. 8045 DO lea eax,dword ptr ss:[febp-30]) 2; ggg:;;gé p—
. push eax 7z
. E8 10090000 call xtea.3c8938 B SR pcteacopt
. 83c4 04 add esp,4 oL < SR
. 804D DO Tea ecx,dword ptr ss:[febp-30] ecx:EntryPoint EIP  003C8008 eavont
. 51 push ecx ecx:EntryPoint
. E8 A1070000 call xtea.3c87C8 EFLAGS _ 00000244
. 83ca 04 add esp,4 £ 1 1 AF 0
. 8945 FC mov dword ptr ss:[ebp 4], eax [ebp-04]: BaseThreadIni tThunk OF 0 SFO DF
. 8855 FC mov edx,dword ptr ss:febp-4] edx:EntryPoint, [ebp-04]:BaseThreadInitThunk CFO TFO IF 1
. 52 push edx edx:EntryPoint
o 8045 DO Tea eax,dword ptr ss:[ebp-30]] o 00000000, ggﬁ%f
. 50 push eax e
. €8 DE070000 call xtea.3c8818 Gs 0028 Fs 0053
. 83ca 04 add esp,4 ES 0028 DS 0028
. push eax cs 0023 ss 0028
. 8040 DO lea ecx,dword ptr ss:[lebp-30] ecx:EntryPoint
. push ecx ecx:EntryPoint X
. E8 21080000 call xtea.3c8868 X
. 83ch 0c add esp,c X
. 8945 F8 mov dword ptr ss:[ebp-8], eax X
. 8855 F8 mov edx,dword ptr ss:febp-8] edx:EntryPoint %
. push edx edx:EntryPoint xi
. 8045 DO lea eax,dword ptr ss:[ebp-30] xi
. push eax
. E£8 DE010000 call xtea.3c8238
. 83c ad 5 e
. 8945 F4 mov dword ptr ss:[ebp-Cl, eax [ebp-0C] : BaseThreadIni tThunk+19 S
. 88F8 mov edi ,eax edi:EntryPoint oty
. 884D FC mov ecx,dword ptr ss:|febp -4 ecx:EntryPoint, [ebp-04]:BaseThreadInitThunk
. 8811 mov edx,dword ptr ds: [ecx] edx:EntryPoint, ecx:EntryPoint
. push edx edx:EntryPoint v
. 8845 F8 mov eax,dword ptr ss:[febp-8] T
. push eax |
. 804D DO Jea ecx,dword ptr ss:[febp-30] ecx:EntryPoint %eswg 83222232 3‘8?;222‘
. push ecx ecx:EntryPoint esps 1
. E8 E3050000 call xtea.3C8658 [esp+10] 77180608 ntd11.77
3 83c4 0c add esp,c [esp+14] 00795000 0079500¢

AA:003C8008 xtea.exe:$8008 #1A08 <OptionalHeader.AddressOfEntryPoint>
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005AFF00 | 758A5D30 | kerne132.BaseThreadIni tThunk
- = ] I | Gosarrod | oosarr
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W% XTEA.exe - PID: 34496 - b xtea.exe - £42: L2 11420 - x32dbg

XfHE)  WEY)  ERO)  REN)  EEE)  KEskQ)  BmO)  #ENH)  Aug 19 2025 (TitanEngine)
coE 0 Yawy tule=SePf# sl B eEmio
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= [[00A28008 6A 00 push 0 OptionalHeader. AddressOfEntryPoint [ —
o 60 pushad |
« [ 0028008 9c pushfd
S & B g o
« [ 00428000 8BEC mov ebD,Esp ECX  00A28008 <xtea.OptionalHeader.Addre
« || 0028007 83eC 30 sub esp, EDX 00A28008  <xtea.OptionalHeader.Addre
« [00A28012 8045 DO Tea eax, dword ptr ss:[ebp-30] EGE  0137¢834
« (0028015 50 push eax ESE  0137¢824 .
« [00a28016 8 10090000 B xcea. <2893 bo s e o e e
* llooazsots 53404 ndgasprd ERL <xtea.OptionalHeader . Addre
- || 002801 804D DO Tea cox,dword ptr ss: febp-30] ecx:EntryPoint EIP  00A2800A  xtea.00A2800A
« || ooa28021 push ecx ecx:EntryPoint
* [00a28022 E8 A1070000 €all xtea.A287c8 EFLAGS 00000246
« [ 00a28027 3c4 04 add esp,4 F 1
« | 00a28024 8945 FC mov dword ptr 53 Febp 4l cax [ebp-041: BaseThreadIni tThunk GO Eo oo
« ||00a28020 8855 FC mov edx,dword ptr ss:[ebp-4] edx:EntryPoint, [ebp-04]:BaseThreadInitThunk CFO TFO IF1
« [ 00a28030 2 pus! edx:EntryPoint
| s oo e estsavora pre ss:gep 33 TR, £ e s
« ||o0a28034 push eax
* [ 00A28035 E8 DE070000 call xtea.A28818 GS 0028 FS 0053
- | 00a2803A 83c4 04 add esp,4 E5 0028 DS 0028
* [00A2803D 50 pusl €s 0023 g5 0028
« [ 00a2803e 804D DO Tea ecx,dword ptr ss:|[ebp-30] ecx:Entrypoint
« [ 00a28041 e = CE AR ST(0) 00000000000000000000 x87r0 Z 0.0000000C
MR e B Ko i e
0 |y B P ptr ss:febp-8] ST(3) 00000000000000000000 x87r3 Z 0.0000000C
o) mov dword ptr ss:ebp £],eax N ST(4) 00000000000000000000 x87rd = 0.0000000C
+ || 00a28040 8855 8 (. TR (7 8 A edx:EntryPoint ST(5) 00000000000000000000 x87r5 Z 010000000C
* [ 00a28050 2 pusl| edx:EntryPoint ST(6) 00000000000000000000 x87r6 = 0.0000000C
« || 0028051 8045 DO fea cax, dword ptr ss:flebp-30] ST(7) 00000000000000000000 x87r7 % 0.0000000C
- || 0028054 0 ush cax
« ||00A28055 E8 DE010000 :;11 xtea.A28238 x87TagWiord FFFF
+ |oonzsosa B3cd 08 2dd exp. WOy em1ya
« [ 00428050 8945 F4 mov dword ptr ss:[ebp-cl|,eax [ebp-0c]:BaseThreadIni tThunk+19 Ho g (%) :w”‘; 3 é,)
* [00A28060 8BF8 mov edi,eax edi:EntryPoint ~R7 Tl ERCAY R7TW 7 2 (TN
* |[00A28062 884D FC mov ecx,dword ptr ss:[febp-4]) ecx:EntryPoint, [ebp-04]:BaseThreadInitThunk
« | 00a28065 8811 mov edx,dword ptr ds: [ecx] edx:EntryPoint, ecx:EntryPoint
: | oonzsocr 2.0 push edx I edx:Entrypoint Bik (stdeall) v
« || 00a2806: 545 F mov eax, dword ptr ss:[ebp-
« || ooazsoss pushieax [esp+4] 758A5D49 kernel32.75
- || ooa2806c 804D DO Tea ecx,dword ptr ss:[ebp-30] ecx:EntryPoint [esp+8] 01122000 01122000 X
« || oo2806¢ pus ecx:EntryPoint [esp+C] 758A5D30 <kernel32.BaseThreadInitTh
« || 00a2807 £8 £3050000 call x(ea 28658 [esp+10] 0137F88C 0137¢88C
« l00a28075 83c4 Oc s 5: [esp+14] 7718D6DE ntd11.7718D608
.AA:00A2800A xtea.exe:$800A #1A0A
WAt AT WARI AT WARS B LB I FESEE U SHE O oaoas
e e e " i = = 01377828 | 758A5D49 | z(12] kernel32.BaseThreadInitThunk+19 B 77?7
Ere _ﬁ 0137F82C | 0112201
0137F830 | 758A5D30 | kerne132.BaseThreadInitThunk
B, S
71 i Z| n nitializeExceptionChains 7?7
01377844 |00 60 00 00[ 00 00 00 O e P [ e RS A En i (]
0137F854 [ 00 00 00 00| 00 Of 01377840 || 338A80A1
0137F864 | 00 00 L‘ 00000000
OL37een | 40L8 0137¢345 || 00000000
G| [ =2 0137¢84c (| 01122000
s 01377850 || 00000000
E8AT ows7resi |f 00000000
0137F884 | 00 00 00000000
e ooy o17e53c || 00000000
ey 0 00 01377860 || 00000000
ECE 0137864 (| 00000000
0137F8F4 1l av27c22e Il annannnn
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* ||00A2185B c9 Tleave
* || 00A2185C c3 ret
« || 00A2185D 6A 07 push 7
* || 00A2185F E8 9C040000 call xtea.A21D00
e |00A21864 56 push esi si:EntryPoint
e ||00A21865 ES8 780A0000 call xtea.A222E2
« (100A2186A FF75 EO push dword ptr ss:|[febp-20]
s |00a2186D E8 Ac0A0000 call xtea.A2231E
s | 00421872 cC int3

EIP > E8 C8030000 call xtea.A21c40
. ~ E9 71FEFFFF jmp xtea.A216EE
. 55 push ebp
e (|00A2187E 8BEC mov ebp,esp
s | 00421880 6A 00 push 0
s |00a21882 FF15 04304000 €alll dword ptr ds:[403004]
e« 100A21888 FF75 08 push dword ptr ss:|[lebp+8]
« |00a2188B FF15 20304000 €alll dword ptr ds:[403020]
« |00a21891 68 090400c0 push c0000409
s | 00421896 FF15 08304000 €alll dword ptr ds:[403008]
« (100A2189C 50 push eax
s |004a2189D FF15 0c304000 €alll dword ptr ds:[40300C]
e (|00A218A3 5D pop ebp
s ||00A218A4 c3 ret
e |00A218A5 55 push ebp
+« |00A218A6 8BEC mov ebp,esp
+ || 00A218A8 81EC 24030000 sub esp,324
e ||00A218AE bA push 17
« || 00A218B0 FF15 10304000 €alll dword ptr ds:[403010]
* |00A218B6 85c0 test eax,eax
e |00A218B8 v 74 05 je xtea.A218BF
« |00A218BA ba 02 push 2
* |00A218BC 59 pop ecx ecx:EntryPoint
* |[00A218BD D 29 B 20
« |00A218BF A3 B0414000 mov dword ptr ds:[4041B0],eax
e |00A218C4 890D AC414000 mov dword ptr ds:[4041AC],ecx ecx:EntryPoint
* |00A218CA 8915 A8414000 mov dword ptr ds:[4041A8],edx edx:EntryPoint
« |00A218D0 891D A4414000 mov dword ptr ds:[4041A4],ebx
* 100A218D6 8935 A0414000 mov dword ptr ds:[4041A0],esi esi:EntryPoint
e 100A21RNC RA3In Gcd14000 mowv dwnrd ntr d<-TA0470907 edd edi-FEntrvPnint
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Attach to an active process
17288 - XTEA.exe - C:\Users\zhang\Desktop\XTEA (3)\XTEA.exe ~  Pick DLL @D

Imports

+-+ kernel32.dll (12) FThunk: 00003000
v veruntime140.dll (4) FThunk: 00003034 |-exe
+-» ucrtbase.dll (33) FThunk: 00003048
{ dump.e
2
1008A
Show Invalid Show Suspect Clear
1008C
IAT Info Actions Dump 0090
00151873 Attt en
OFP IAT Autosearch L OaCE Dump PE Rebuild 0094
VA 00153000
Get Imports i
W  Size 000000EC g Fix Dump T
1009C
Log
1009E
IAT Search Adv: Possible TAT first 00153000 last 001530E8 entry.
IAT Search Adv: IAT VA 00153000 RVA 00003000 Size 0x00EC (236) i00AD
IAT Search Nor: IAT VA 00153000 RVA 00003000 Size 0x00EC (236)
IAT parsing finished, found 49 valid APIs, missed 1 APIs 00A4
DIRECT IMPORTS - Found 0 possible direct imports with 0 unique APIs! l
100A8
100AC
v Invalid: 0 Imagebase: 00150000 XTEA exe B
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RER REE F &
FEHEIEES 0000008A = 0000
Win32 keZ(E 0000008C "F 00000000
B 00000090 W=F 00008000
SLEBFIN 00000094 WF 00000200
B 00000098 W=F 00000000
FE&H 0000009C B 0003

DIl #4E 0000009E = 8100
FREMEIN 000000A0 = 00100000
=53 3 7] 000000A4 W=F 00001000
FENEN 000000A8 W=F 00100000
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