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Library function [l Regular function [l Instruction Data [l Unexplored External symbol [l Lumina function
7 Functions O&f x| @ IDA View-A a =) Pseudocode-A [x] & Hex View-1 (=] Local Types a
Function name Seg 15| _BYTE p_Src[512]; // [esp+8h] [ebp-964h] BYREF
b 201000 . 16 _OWORD v17[32]; // [esp+208h] [ebp-7064h] BYREF
101010 e 17 _BYTE Src[512]; // [esp+4@8h] [ebp-584h] BYREF
<ub_401020 e 18 _BYTE v19[256]; // [esp+6@8h] [ebp-304h] BYREF
7 sub_401050 tes 19 char justfortest_[256]; // [esp+7@8h] [ebp-204h] BYREF
_main .te 20 _BYTE v21[256]; // [esp+8@sh] [ebp-104h] BYREF
__security_check_cookie (x) -te 21
pre_c_initialization(void) ster | e 20 memset(v21, @, sizeof(v21));
zﬁt’iggﬁ 't: ® 23  memset(p_Src, @, sizeof(p_src));
__scrt_comnon_nain_seh (void) ey || © 24 vi7[6] = xmmuord_462140;
Start ted ® 25 v17[1] = xmmword_402130;
__raise_securityfailure . tes © 26 memset(&17[2], 8, Ox1E6u);
___report_gsfailure . te ® 27 strepy(justfortest_, "justfortest");
find_pe_section(uchar * const, uint) .tes || » 28  memset(&justfortest_[12], @, @xF4u);
—r L S e ferlle 29 memset(src, @, sizeof(src));
__scrt_initialize_onexit_tables ter || 30 sub_481850("%s”, (char):isrc);
_cert_is_nonwritable_in_current_inage  .tes | ® 31 Size = strlen(::Src);
__scrt_release_startup_lock ~tes | ® 32 memcpy(Src, ::Src, Size);
__sert_uninitialize_ert . tes ® 33 v5 = @;
__onexit - te: ® 34  v4 = strlen(justfortest_);
_atexit -te: ® 35 memset(v19, O, sizeof(v19));
fg:;g::;f;winit cookie ;*: ® 36 for ( n256 = @; n256 < 256; ++n256 )
UserMathErrorFunction .tes 37 A
sub_401957 ctes | ® 38 v21[n256] = n256;
__get_startup_file_mode Lter ® 39 v19[n256] = justfortest_[n256 % v4];
sub_401961 .tes 40 }
sub_40196D .ter | @41  for ( n256_1 = @; n256_1 < 256; ++n256_1 )
__initialize default precision . tes 2
nullsub_1 . tey
e N ® 43 v8 = v21[n256_1];
oot initialize default local stdio o . te | o 45 ys = (v8 + (charIviS[n256_1] + v5) % 256;
<ub_4019BD Tter ® 45 v21[n256_1] = v21[v5];
sub_4019C3 . tes ® 46 v21[v5] = v8;
__scrt_fastfail L tes 47}
£ i llcerMathFrrarFunction te3 ® 48 V9 = 03
— °49 vie = o;
Line 5 of 77, /_main ® 50 for ( Size 1 = @; Size 1 < Size; ++Size 1 )

@ Graph overview me x| 51 o

° 52 vie = (vie + 1) % 256;

® 53 vll = v21[vie];

® 54 ve = (vil + v9) % 256;

® 55 v21[vie] = v21[v9];

® 56 v21[ve] = v1i;

® 57 Src[Size_1] ~= v21[(unsigned __ int8)(vil + v21[vie])];

58}
00000480 main:15 (401080)

Qutput

[APT] 4¢115C _main: FUNCT1ON 4¢lrFb4 memcpy was Fecast To ~VOld "__caecl(vold ~p_SFC, CONST VOld "SPC, S1Zeé_T 5S1z8)
[hrt] 4@11B4: Var "ecx1" was renamed to "n256"

[hrt] 481202: vVar "edi3" was renamed to "n256_1"

[hrt] 461280: Var "var9e8" was renamed to "Size_1"

[hrt] 401291: Var "var9e4" was renamed to "Src_1"

[hrt] 4012CA: Var "_8" was renamed to "ArglList"

4012CA: variable 'Arglist' is possibly undefined

402130: using guessed type _ int128 xmmword_402130;

402140: using guessed type _ int128 xmmword_402140;
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» vas _unwunu vao| <], cou wowwoool
; void * 18 _BYTE Src[512]; *EDI ©@F3FBDC -> eeeeeees
19 _BYTE v20[256]; EBP @@F3FDD4 -> BeF3FE1C -> ee
; Arglist 20 char justfortest_[256]; 0
; "%s" 21 _BYTE v22[256];
o g v22 v22 2 Dl
24 memset( 5 8, sizeof( ))s Path
25 (8] = xmmword_A62148; [&)] C:\Users\zhang\Desktop\rcd & ¥\ bxifl
26 [1] = xmmword_A6213@; (&) C:\Windows\SysWOW64\VCRUNTIMEL40. d
; CODE XREF: _ 27 memset(&v1S[2], @, @x1Eeu); [@| C:\Windows\SysWOWE4\KERNELBASE. d11
28 strepy( s "justfortest"); EC‘\“’mdow \SysWOWG4\KERNEL32. DLL
29  memset(& [12], ©, @xF4u); || C:\Windows\SysWOW64\ucrtbase. d11
38 memset( , @, sizeof( ) B O \Windawsl Qretam2?\wawhdemn A11
31 sub_A61058("%s", (char)::Src);
32 = strlen(::Src);
33 memcpy( o BE8FE, ) [#) Threads
34 = 0; .
35 = strlen( ; Decimal Hex  State
; Size 36 memset(v20, @, sizeof(v29)); (58252 203C  Ready
; Src ® 37 n256 n256 n256 L?lgii gggg geag?
. e 1o eaay
3 p_Sre S [ 35504 8ABO  Ready TTT5612(
39 [ = 5
4] 40 [ 1 [ % val;
with Pseudocode-A) 41 }
C:\Users\zhang\Desktop\rc4% X
4 18 5E 5D C3
RGN 123051223030
\1 FF FF FF FF
4 18 5E 5D C3
}@ A6 @8 33 C5
‘C FE FF FF 6A
3@ 8D 85 FC Fé
18 @5 48 21 A6
)@ OF 11 85 FC
)8 50 oF 11 85

Vllemneal whamal A




Debug View B @ Loca
DA View-EIP 0O & x|[E Pseudocode-a o8 x| General
. 50 vie = 0; *EAX @OF3F800 -> ¢
N ® 51 for ( Size_1 = @; Size_1 < Size; ++Size_1 ) EBX ©eDB4eee (TIE
. 52 *ECX @OF3FBDL -> |
N ® 53 vie = (vie + 1) % 256; EDX 34333433 /* ¢
0 ®5¢ [ @ Export Plus: Export Data ESI 00008eeC
. o5 ¥ *EDI @@F3FBDC -> ¢
0 es6 v EBP @OF3FDD4 -> ¢
o *57 v o
. 58 5| Selected address  Stack[0000203C]: 00F3F6DO v
. 59} | Selected Length 020 =
. ece in : . . & Modules
. e 61 1y Selected Data } BC 02 15 6D 30 08 4B 61 4C 5B v Path
5
s : :i \_/11¢3 Data Type Byte v C:\Users\zhang\Des
k3 . C:\Windows\SysTOWE
Export 4
0 64 { | NS (String | C:\Windows\SysWOWE
0 ® 65 [0 B C:\Windows\SysWOWE
. G5 | Esvort Fomau: C:\Windows\Sy WOV
. .67 ~ Base TS =1 0 \Windawe\ Svctam?
. © :g ) Delimiter =
. ®©70 5 - Prefix v = Threads
0 71 _ .
. 72 21 SR hd Decimal Hex  Stat
N 73 { : 8252 203C Read
. 74 LABEL Emport Window 31228 T9FC  Read
o o5 42FD5561B9276F F 5B68623A9EF 1CA9FDA1687D65468BC215 o L R
. - ead:
76 BN 6D3084B614C5E
. ® 77 rei
° UNRNOWN O0F3F6E7: Stack[0000203C]:00F3 (Synchronized with Pseudocode-i ® 781}
0000
‘@ Hex View-1 2] Stack view
00AG1040 70 04 FF 30 FF 15 BS 20 A6 00 83 C4 18 5E 5D C3 ©0:0000 0OF3FACO -> 012698
@6A61050 55 8B EC 56 8B 75 @8 6A 0@ FF 15 BC 20 A6 0@ 83 — - ©1:0004 ©OF3FACA -> ©@DBAG
GBAG1060 C4 04 8D 4D OC 51 6A @@ 56 50 ES Al FF FF FF FF Libmzsil - Ealrms 02:0008 GOF3FACS -> 012629
80A61070 70 @4 FF 38 FF 15 B4 26 A6 @0 83 C4 18 5E 5D C3 Esport File Path ctop\rc4 %4l \export_results. txt v 93:600C GGF3FACC -> 088060
00A61080 [ 8B EC 81 EC 03 69 00 00 Al 00 30 A6 00 33 C5 — 04:0018 GGF3FADO -> 0BGO0G
@0A61090 89 45 FC 56 68 00 ©1 00 00 8D 85 FC FE FF FF 6A ©5:0014 GBF3FADA -> ©@B06O
@6AG10A0 ©0 5@ ES A9 @D 80 00 68 ©0 @2 09 00 8D 85 FC F6 ©6:0018 0OF3FADS -> 008000
0BAG10B@ FF FF GA 00 50 ES 96 @D 00 00 OF 28 05 40 21 A6 07:001C GGF3FADC -> 00000
@eA610CO @0 8D 85 1C F9 FF FF 68 E®@ @1 60 00 OF 11 85 FC AR-PRIA  PAFIFAFD -> AAAAAAK
06AG10DG F8 FF FF GA 00 OF 28 05 30 21 A6 00 50 OF 11 85 Y

00000480 00R61080: _main

Output

PDB: using PDBIDA provider
Could not find PDB file ''.
Please check _NT_SYMBOL_PATH
PDB: Failed to get PDB file details from 'C:\Users\zhang\Desktop\rc4£4\Fiifirca.exe’

cemm 2L d_fo araamn s S ool o Lo
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390203C]:@0F3FBCE db 6Fh ; o e 51 for ( Size_1 = @; Size_1 <!
)00283C] : @8F3FBCF db (%] 52 {
300203C ] :00F3FBDe db JGART:T; ® 53 vie = (vie + 1) % 256;
J90203C]:80F3FBD1 db 75h ; u ® 54 vll = v22[vie];
J99203C]:@OF3FBD2 db 73h ; s ® 55 v9 = (vil + v9) % 256;
)99203C] : 0OF3 — 6 v22[vi1e] = v22[v9];
100203C] : 00F3F ¥ Export Plus: Export Data X iz v22[vo] = v11;
390203C] : eeF i8 Src[Size_1] ~= v22[(unsigl
100203C]: 0OF 9 3
100263C] :00F3F Sclected address  Stack[0000203C]:00F3FBDO v @ memcpy(p_Src, Src, Size);
300203C] : @8F i yvl2 = 8;
390203C]:00F3f Sclected Length  0xB & 2 v13 = Size - 1;
Selected Data \ 75 T3 74 66 6F 72 74 65 73 T4 B if ( v13 )
)00203C]:00F3F . Serine literal - B {
)99203C] : 0OF 3F i LEHERERIED 5 while ( p Src[vi2] == *((
300203C] :00F3F Export As String v 6
300203C ] : 0OF 3F 7 if ( ++v12 >= vi3 )
300203C]:80F3F Export Format: 8 goto LABEL_16;
390203C ] : 0OF 3 2 }
390203C]:00F3F Eyport Window 0 sub_A61020("fail\n", Argl:
300203C] : 00F 3F i )
300203C]:00F3F Jjustfortest 2 else
300203C] : 0OF 3 B
00203C] : 0OF 3 4 LABEL_1le:
300203C] : 00F 3F 5 sub_A61020("success\n", Al
300203C] : 0OF 3F B )
300203C] : 0OF 3F 7 return 6;
JF3FBDA: Stac 8}
000006B7 main:65 (A612B7) (Sy
Line:1 Column:12
94 FF 30 FF 1! Ezport File Path :top\rcd #4¥\export_results. txt v
8B EC 56 8B 7
oo/
38 EC 81 EC 08 6y B0 U0 AL BU SO AB BY 53 TS UIIIiiiiiigiis
45 FC 56 63 00 ©1 @@ @@ 8D 85 FC FE FF FF 6A .E.Vh.......... 3
50 E8 A9 @D 00 00 68 ©0 92 9@ 00 8D 85 FC F6 .P..... hevrnnnn
FF 6A 90 56 E8 96 @D ©© ee OF 28 @5 40 21 A6 J.Poo.... (.@!
8D 85 1C F9 FF FF 68 E© ©1 ee ee eF 11 85 FC ....... heoovnnn.
FF FF 6A @@ ©F 28 ©5 3@ 21 A6 00 50 oF 11 85 ...i..(.el..P
[080: main
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[im} . From Hex, RC4 - CyberChef

x =

= o X

& G | hitps//cyberchef.org/#recipe=From_Hex('Auto')RCA(%7B'option"'UTF8! string':justfortest %7D, LatinT’ Latin 1) &input=MHgOMjB4RkQweDUTMHg2MTBAQjkweDI3MHg2R/BARJUWEEI2MHGANBAMMWeEESMHNFR).. 85 A % | &3 | ¢= & -

Version 105.2 - Sponsored by DEF24.com

Operations
hex

To Hex

From Hex

Hex to PEM

PEM to Hex

To Hexdump
From Hexdump
To Hex Content
From Hex Content

Hex Density chart

Parse ASN.1 hex string

Hex to Object Identifier

Object Identifier to Hex

HTMI Tn Tavt

— ErsdE

Recipe

From Hex
Delimiter
Auto

RC4

Passphrase

justfortest UTF8 -

<TED

Input format
Latin1

Last build: 2 years ago - Version 10 is here! Read about the new features here Options €8 Help @
Bl E  nput + O3 8 =
® n ©x420xFD ©xB9OX2 1CH 160x870xD 9x20x150x6D0x300x8
©x4BOx610x4COXSE
on
Output format
Latin1
me 125 =1 Tr Raw Bytes ¢ LF
Output B0m::

4950b6562657477e6685828e537F43e5]



1ida R EFLIMAIFIRAErcd, MEFERHK

Library function Jll Regular function ll Instruction Data Bl Unexplored External symbol Jll Lumina function
7] Functions A& x TDA View—A (] = Pseudocode—A %] @ Hex View-1 (] @
Function name Sec ® 34 n340867546 = 340807546;
® 35 w22 = -4891;
sub_401000 L tes " P . . . "
cub 401010 tes ® 36 puts("Hello, this is my world.If you want flag, give me something I like.");
main “te || ® 37 sub_de1e1e("\n", Arglist);
__security_check_cookie (x) ~te || ® 38 memset(v24, @, sizeof(v24));
pre_c_initialization(void) . tes ® 39 gets(v24);
sub_401370 . ter ® 48 v3 = strlen(v24);
sub_401378 T cter |l e 41 v4 = strlen(tallmewhy );
;zitwmmﬂam}e e :: ® 42 memset(v2s, @, sizeof(v25));
raise_securityfailure " ® 43 for ( n256 = B; n256 < 256; ++n256 )
report_gsfailure . te 44
find pe section(uchar * const, uint) . ter ® 45 v27[n256] = n256;
sert_acquire_startup_lock . tez e 46 v25[n256] = tallmewhy_[n256 % v4];
sert_initialize_ert . te: 47
scrt_%nitialige_onex%t_tables ) . tes e 48 n256 1 = @;
sert_is_nonwritable_in_current_image . tes Ta.
® 49 v7 = 8;
sert_release_startup_lock . tes d
sert_uninitialize_ert . te: 5@ o
__onexit . te 51 {
_atexit . te e 52 v8 = v27[n256_1];
___get_entropy . tes ® 53 v7 = (v7 + (char)v25[n256_1] + v8) % 256;
securlty,lnlticookle . te: e 54 v27[n256_1++] = v27[v7];
UserMathErrorFunction . te: ® 55 v27[v7] = v8 ~ ex37;
sub_40194F . te:
) 56}
__get_startup_file_mode . tes .
sub_ 401950 tes e 57 while ( n256_1 < 256 );
sub_401965 L tes ® 58 sub_4e101e("\n\n", Arglist_1);
__initialize_default_precision . te: ® 59 v9 = 8;
_guard_check_icall nop(x) . tes 68 v23 = 0;
5uh_4()19§'§Av s d 1t Local stdi L tes o 61 vie = @;
sert_initialize default_local stdio_ o' . te: ® 62 if (v3)
sub_4019AD . tes 63
sub_4019B89 . te: {
sub_4019BF Lter 64 do
scrt_fastfail . tes 65 {
J_UserMathErrorFunction . tex ® 66 v9 = (v9 + 1) % 256;
sert is managed ann tes ® 67 vil = v27[v9];
® 68 vie = (v1l + v1e) % 256;
Line 3 of 73, /_main ® 69 v27[ve] = v27[vie];
@ Graph overview o5 x| °® 70 v27[vie] = vii;
e 71 v1l2 = v23;
e 72 v24[v23] »= v27[(unsigned __ int8)(v1l + v27[v9])];
e 73 v23 = vl2 + 1;
74
e 75 while ( vi2 + 1 < v3 );
® 76 vlie = 8;
77 )
000005CA _main:55 (4011CA)
‘ Output
LArT] 49lluc: var “_W~ Was renamea TO "ArgLisT_1~
Thrt1 481295: Var "eax18" was renamed ta "n sond"
A ZSHEIHBSOHERET T X AE T E
2 Wi R BEESSIARES g, ,patchffiXNEE
Library function Ml Regular function Ml Instruction I Data M Unexplored || External symbol M Lumina function
Debug View 8 @ Local Types
[= 14 View-E1P 0O & x|[E Pseudocodes 08 x| ® General registers [x]
*  Stack[@@@@3914]:004FF7E@ db 89h 15 char Arglist; // [esp-1Ch] [ebp-55Ch] EAX @O4FF7E4 -> ("123")
°  Stack[0@@03914]:004FF7E1 db  © 16 char Arglist_1; // [esp+éh] [ebp-540h] EBX 003FAG00 (TIB[000093914]) -> 04016
°  Stack[@@003914]:004FF7E2 db  © 17 char Arglist_2; // [esp+6h] [ebp-540h] ECX 00000001
°  Stack[00003914]:004FF7E3 db  © 18 _OWORD v19[2]; // [esp+Ch] [ebp-534h] EDX 090C0000 (debug@d2) -> 00AA0000
Stack[@0003914]:004FF7E4 db 31h ; 1 19 int n1424414361; // [esp+2Ch] [ebp-514h] ESI 76724730 (ucrtbase.dll) -> ©0000@!
° Stack[0@@03914]:004FF7E5 db 32h ; 2 20 int n340807546; // [esp+36h] [ebp-516h] EDI 0098C608 -> 0098C610 (debuged2) -
*  Stack[0@@@3914]:004FF7E6 db 33h ; 3 | 21 _ int16 v22; // [esp+34h] [ebp-56Ch] EBP GO4FFCES -> @O4FFD30 -> GO4FFD4Q
°  Stack[@@@03914]:004FF7E7 db @ 22 int v23; // [esp+38h] [ebp-508h] [
°  Stack[@@@03914]:004FF7ES db @ 23 char v24[512]; // [esp+3Ch] [ebp-584h] BYREF
°  Stack[@@@03914]:004FF7E9 db @ 24 char v25[256]; // [esp+23Ch] [ebp-304h] BYREF aboE
°  Stack[@@@@3914]:004FF7EA db  © 25 char tallmewhy_[256]; // [esp+33Ch] [ebp-204h] BYREF odutes
°  Stack[@@@@3914]:004FF7EB db  © 26 _BYTE v27[256]; // [esp+43Ch] [ebp-104h] BYREF Path
® Stack[00003914 04FF7EC db e 27 C:\U: h Desks LA\ s T
°  Stack[0@@@3914]:004FF7ED db  © © 28  memset(v27, @, sizeof(v27)); C:\g:;zx\2;5;0;24{3‘6,;{”1%{}w_ Sﬁﬁ e
® Stack[00003914]:004FF7EE db ] ® 29  strcpy(tallmewhy_, "tallmewhy"); ‘indows\SysWOW64\apphelp. d11
® Stack[00003914 04FF7EF db e ® 30 memset(&tallmewhy_[10], ©, @xF6u); ‘indows\SysWOW64' \KERNELBASE. d11
° Stack[0@003914]:004FF7F0 db (2] ® 31 vi9[@] = xmmword_8221B0; C: Windows \SysWOWG4\KERNEL32. DLL
° Stack[0@@03914]:004FF7F1 db @ © 32 vi9[1] = xmmword_8221C0; L \Windome SyeWNRRdtuerthace d11
* Stack[00003914]:004FF7F2 db e ® 33 nl424414361 = 1424414361;
* Stack[000083914]:004FF7F3 db -] ® 34 n340807546 = 340807546;
® Stack[@@@e3914 04FF7F4 db -] ® 35 v22 = -4891; ‘E’ Threads
° Stack[00003914]:004FF7F5 db ] ® 36 puts("Hello, this is my world.If you want flag, give me something I
* Stack[0003914]:004FF7F6 db @ ) - o o Decimal | Hex | State Name
° Stack[@@ee3914]:604FF7F7 db @ Exeaitelcipt B [ 14612 3914 Ready BE4s T, exe
® Stack[00003914]:004FF7F8 db e [e%] 8388 20C4 Ready 77756120
°  Stack[00003914]:004FF7F9 db -] Snippet list Please enter script body ] 41868 A38C  Ready 77756120
*  Stack[00003914]:004FF7FA db  © N . &3] 15464 3068 Ready 77756120
* Stack[0@@@3914]:004FF7FB db @ ame )
* UNKNOWN 004FF7E4: Stack[00003914]:004F (Synchronized wif | Default snippet * V-EIP)
[ Hex View-1 08 x| @ Stack view o o
00821000 B8 80 33 82 @0 C3 CC CC CC CC CC CC CC CC CC cC 00:0000 ©O4FF778 -> @O4FF7E4 -> ("123")
08821010 55 8B EC 56 8B 75 @8 6A ©1 FF 15 B4 20 82 00 83 01:0004 ©O4FF77C -> @O4FF7E4 -> ("123")
00821020 (C4 ©4 8D 4D ©C 51 6A @@ 56 50 E8 D1 FF FF FF FF o ©2:0008 ©OAFF782 -> 00000000
00821030 70 ©4 FF 30 FF 15 A8 20 82 ©0 83 C4 18 S5E 5D C3 Line 1of 1 Line:1 Column:1 ©3:000C ©04FF784 -> 00000200
00821040 8B EC 81 EC 34 05 @0 ©0 Al 04 30 82 @0 33 C5 Scripting language [1DC ~ |/ Tab! size| 4 o R E + I + l 04:0010 ©04FF788 -> 0082215C (.rdata ! Format)
00821050 89 45 FC 53 56 57 33 CO 74 03 90 90 90 66 B3 08 sun 20T Smpor ©5:0014 ©B4FF78C -> 00822118 (.rdata ! Buffer)
00821060 ©0 66 83 FO ©7 8D 85 FC FE FF FF 68 00 ©1 00 00 018 ©BAFF790 -> OO4FFAEE -> 00000000
00821070 6A 00 50 E8 89 @D 00 @8 66 Al 10 21 82 0@ F3 oF 01C ©P4FF794 -> 0000000
00821080 7E ©5 08 21 82 00 68 F6 00 00 00 66 89 85 04 FE AR ANIA  APAFF79R -> AARAAAFA
00821090 FF FF 8D 85 @6 FE FF FF 6A 00 50 66 OF D6 85 FC 0
00000440 00821040: _main
[® output
[hrt] Var "eaxla" was renamed to "hProcess"
[hrt] Global at 8220C8 was renamed to "First_"
[hrt] Global at 8220D@ was renamed to “Last_"
[hrt] Global at 823334 was renamed to "n2"
[hrt] : Var "eax14" was renamed to "initial_narrow_environment"
[hrt] : Var "edil4" was renamed to "argv"
[hrt] Function prototype was recasted for change arg-name into "int __usercall@<eax>(int Code@<esi>)"
[hrt] Var "esi@" was renamed to "Code"

[hrt]

821383:
Command “"MakeData" failed

Var "eaxla" was renamed to “"NewMode"



3, 1B B AR B2 SR BN 3K 7Eida B B ) \py il as

® 38 memset(v24, @, sizeof(v24)); E\‘;';r:;a;v;;\suy
® 39 gets(v24); @] C:\Windows\Sy
® 40 &| C:\Windows\Sy
® 41 v4 = strlen(tallmewhy_); & C:\Windows\Sy
® 42 memset(v25, @, sizeof(v25)); RTINS
@43 far ( n25A = A: n28a ¢ JIGA: +4+n2GA )
Execute script =
Threads
Snippet list Please enter script body Decimal Hex
Name 1/ladd=ex4FF7E4 14612 3914
: 2|enc=[0xF5,0x8C,0x8D,0xE4, OX9F, 8388 20C4
€% Default snippet BxASEBx28,9x65,9x3B, @xF4,OxEB, 41868 A38C
@xD3,0x24,0xA9,0x91,0x1A, OX6F ,0xD4, BX6A, OxD7, OB, o 15464 3C68
©x8D,0xE8,0xB8,0x83,0x4A,0x5A,0x6E,0xBE,0xCB,
OxF4,0x4B,0x99,0xD6,0xE6,0x54,0x7A,0x4F,
©x50,0x14,0xE5,0xEC]
= 3/for i in range(len(enc)): [
4 patch_byte(add+i,enc[i]) Stack vi
|004FF778 -> 80¢
©04FF77C -> 08!
. ©04FF780 -> 06¢
J. ©04FF784 -> 06¢
3. | PO4FF788 -> 00¢
' Line 1 of 1 Line:1 Column:1 RS
©04FF790 -> 06!
Scripting language IDC v  Tab size 4 ~ Run Export Import OR4AFF794 -> BBE

ARAFF7QR -> AR

A Awn1 Aw1 A AnCEE ALRA AweEl AT ALD Aol AGCO AwVDD ALwD 2 AvALM AGCA AwELD AWVDE Asnr-fD AsCA AL AD Asenn
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it Rttt i

Stack[©0008650] : @@FSFSAB db

e ® 61| vie
Stack[@@808650] : 08FSFSAC db 66h | f ® 62| if |
Stack[@ee08650 ] : 99FSFSAD db 6Ch ; 1 63| {
Stack[@0808650 ] : 00F5FSAE db 61h ; a 64 de
Stack[00008650 ] : 00F SFSAF db 67h ; g 65 {
Stack[Be008650] : 09FSF5B0 db 78h ; { ® 66
Stack[0000865@ ] : 00FSF5B1 db 63h ; ¢ ® 67
Stack[@0808650 ] : 09F5F562 db 35h ; 5 ® 63
Stack[00008650] : 00FSF5B3 db 65h ; e ® 69
Stack[@@008650 ] : 09FSFSB4 db 30h ; @ ® 70
Stack[ 00808650 ] : 00FSF5B5 db 66h ; f e 71
Stack[@@808650 ] : @0F5F5B6 db 35h ; 5 ® 72
Stack[00008650] : 0OF5F587 db 66h ; f @ 73
Stack[@0008650] : 0OF5FSBS db 36h ; 6 74 }
Stack[@@808650] : 00F5F589 db 20h ; - ® 75 wh
Stack[@e008650 ] : 98FSFSBA db 66h ; f ® 76 v
Stack[00808650 ] : 00FSF5B8 db 37h ; 7 Tl
Stack[@@008650] : 00F5FSBC db 39h ; 9 ® 78| for
Stack[@0003656] : 0AF5F56D db 65h ; e ® 79 vl
Stack[00008650 ] : 00FSFSBE db 20h ; - ® 80| via
Stack[0ORO8650 ] : GAFSFSBF db 35h ; 5 ® 81| if
Stack[@e808650] : 00FS5FSCO db 62h ; b @ 82 v
Stack[©0008650 ) : @0FSF5C1 db 39h ; 9 ® 33| sub
Stack[@0008650 ] : 00F5F5C2 db 62h ; b @4
FPhe l.FAannnn~ral . anrrFersm A -~ * . 85 }
UNEKNOWN 0O0FSF5AC: Stack[00008650] :00F5FSAC (Synchronized with Pseudocode-A)
< 00000
ex View—1
leBe 11 85 CC FA FF FF 68 18 21 7D @@ OF 28 @5 €0 21 .&:...h.!}..(...
lece 7D @@ ©F 11 85 DC FA FF FF C7 85 EC FA FF FF 99 }...0%-...Hi-¥&-...
1oD@ D6 E6 54 C7 85 F@ FA FF FF 7A 4F 50 14 66 C7 85 B THi-#&...z0P.F8-
l0EG F4 FA FF FF ES EC FF 15 AC 20 70 oo [TREGERERL &7-..R-....}.h\!}

=,ixfrcd 001
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Debugger Lumina Options Windows Help

B~y @@ GRT%® v < P MO No debugger Vi@ &=
[ 1] L |
function [l Instruction [1] Data [l Unexplored | External symbol [l Lumina function
O0Ff x| @ IDA View-A %] Pseudocode-A (<] @ Hex View-1 [x] Il Local Types [x] B Imports [x] B Exports
Sec | ® 21 str2[4] =555
¥ | @22 str2[5]
:: ® 23 str2[6] g
e Tte | ®24 str2[7]
Tter | ®25 str2[8]
cter | ®26 str2[9]
Lter ® 27 str2[1e]
e 28 str2[11]
e 29 str2[12]
resent ® 30 str2[13]
® 31 str2[14]
e 32 str2[15]
® 33 str2[16]
® 34 str2[17]
® 35 str2[18]
® 36 Str2[19]
® 37 str2[20]
® 38 str2[21]
® 39 str2[22]
t_local_stdio_ e 40 str2[23]
® 41 str2[24]
ock ® 42 str2[25]
® 43 str2[26]
ock ® 44 str2[27]
® 45 str2[28]
® 46 str2[29]
® 47  str2[3e]
® 48 str2[31]
® 49 str2[32]
® 50 sStr2[33]
®51 z_,
® 52 = 58;
e 53 -72;
t> | 54 o;
©55 z [5] =@;
® 56  v4 = strlen(&z_[6]);
o8 x| ®57
o583 if ( !strcmp(&z_[6], 5tr2) )
®59 sub_1400016FF ("GOOD JOB\n", argyv_1, envp_1);
60 else
® 61 sub_1400018FF ("wrong\n", argv_1, envp_1);
® 62 getchar();
® 63
°64}
00000DAA main_0:57 (1400019Aa)
]
1CTION 1400U1045 SUD_l40UU1045 Was recast TO ~__1NTo&(CONST char "p_%s, ...)
18" was renamed to "buf_"
iction 140001019 sub_140001019 was recast to "__int64 __ fastcall(_QWORD buf, _QWORD p_rc4???, _QWORD)"
3E" was renamed to "z_"
sction 1400018CD sub 1480010CD was recast to " int64  fastcall( OWORD. OWORD. OWORD buf)"
= P = LN TSR Y
2 1RENF AT &8 I AR A roa i — T it i
DA - FRfErc4 0x00 1.exe C:\Users\zhang\Desktop\rc4ZRFI\ftErc4 0x00 1.exe =l X

File Edit
(1" ]
e

Windows Help

» 0 B Local Vind

Jur

umina

0[S}

Op!

CRQ% Ok

-3~ @Q@AG

Library function [l Regular function Ml Instruction [l Data Ml Unexplored [ External symbol Ml Lumina function
Debug View 8 @ Local Types
[E IDA View-RIP 0 & x|/® Pseudocode-A nex @ General registers o deREferencing - Registers 4]
Stack[0600634C] :00000024C7D2F5D4 db 93h © 12 sub_7FF6CILF16FF("input your flag\n", argv, envp); RAX 6060000000000003
Stack[0600634C] :00000024C7D2F5DS db @ACh © 13 sub_7FFECI1F104B("%s", &5tri[6]); RBX_0000017D5FD11AAG -> 00O@O17DSFD11ABO (debugd33) -> (“C:\\Users\'l <4I
Stack[0600634C] :00000024C7D2F5D6 db @B7h © 14 memset(buf, @, sizeof(buf . |FFDB382D6A20 V
Stack[0@0@634C] :00000024C7D2F5D7 db 6Eh ; n ©15 3 = strlen("rca???"); O Bt Bl X loooo00000033 /¢ b3 */ AC
Stack[0600634C] :00000024C7D2FSD8 db OF6h © 16  sub_7FF6CI1F1019(buf, "r¢ 19624C7D2F756 -> 8@OOD25643EAIELF VM
Stack[0600634C] :00000024C7D2FSD3 db OESh o 17 [SER2 | 1060000000000 RF
Stack[0600634C] :00000024C7D2FSDA db 7Ah ; z e18 str2 Selected address  ack[0000634C) :00000024CTD2F5B8 {FEFEFEFEFEFF NT
Stack[0@00634C]:00000024C7D2FSDB db @ °19 str2 Selected Length 6 o c
 Stack[0600634C]:60006024C7D2FSDC db 3Ah ; ®20 str2 ;
Stack 34C] :00000024C7D2FSDD db @BSh ®21 str2 Selected Data 93 AC BT 6E F6 E5 7A 00 34 = o
Stack[0000634C] :00000024C7D2FSDE db @ ®22 str2 Data Type Byte o |
Stack[0000634C] :00000024C7D2FSDF db @ ©23 str2 . . Base size
Stack[0000634C]:60000024C7D2FSEG db 31h ; 1 e 24| BEE port A String = S\zhang\Desktop\rcd 7 7]\ IiifErcd 0500 1.exe  00007FFECO1F0000 0000000000010
Stack[0000634C]:00000024C7D2FSEL db  32h ; 2 ® 25 Str2 ows\SYSTEM32\VCRUNTIME140. d11 00007FFD07500000 000000000001E
Stack[0000634C] :00000024C7D2FSE2 db  33h ; 3 ®26 str2 Export Format ows\SYSTEM32\apphelp. d11 00007FFD2E0C0000 000000000009F
Stack[0000634C]:00000024C7D2FSE3 db @ ©27 str2 > B Hexadecinal v bws\System32\ucr thase. d11 00007FFD3IFE0000 0000000000143
Stack[0@00634C] : 00000024C7D2FSE4 db ) ® 28 Str2 pws)\ tem32\KERNELBASE. d11 100007FFD32130000 00000000003F2
e e il T o2 DB - Deliniter v et om0\ KFRNFI 29 N1 fnnn7ERRA4%0NNNG annananannnca
Stack[@000634C]:00000024C7D2F5E6 db ] ® 30 Str2[13] - Prefix | 3
Stack[@000634C]:00000024C7D2FSE7 db ] ® 31 str2[14] - Suffix
Stack[@000634C] :00000024C7D2FSE8 db ] ® 32 str2[15] - 0é& x
Stack[0000634C] :00000024C7D2FSES db @ ©33  str2[16]
Stack[0@@@634C] :00000024C7D2FSEA db @ ®34 str2[17] 5 Export Window fex  State Name
Stack[0000634C] :00000024C7D2FSEB db @ ®35 str2[18] = 1e5; COCAABSS37CAFC5483AEEOF CA28E11EBASA569385CA2BACE 34C  Ready hilfErcd 0500 1. exe
Stack[0000634C] :00000024C7D2FSEC db @ ®36 str2[19] 5 168BACBE93ACBTGEF6ES7AO3ABS 5 Ready TFED34DT9EC0
Stack[@@00634C]:00000024C7TD2FSED db @ ®37 str[2e] i R“g" (ERDSADESECH
Stack[0000634C] :00000024C7D2FSEE db  © ©38 str2[21] B Feedr TFFD34DTEEC0
Stack[000634C] :00000024C7D2FSEF db @ e 39 str2[22]
'UNKNOWN 00000024C7D2F5DD: Stack[000063- (Synchronized with Pseudocode-i ® 40 str2[23]
00000CCS main 0:17 (7FF6CY
@) Hex View-1 lack view x] deREferencing - Stack <]
000O7FFECO1F1116 ©B 00 60 E9 2C 20 00 60 E9 67 1A 00 00 E9 16 Line:1 Colum:76 D2F590 -> 00000024C7D2F650 -> B74DDSBBAEGCDE72
©0007FF6C91F1120 00 00 E9 51 1A 60 00 E9 E4 1C 00 00 E9 2F OF Export File Path :top\re4f¥l\export_results, txt v D2F598 -> 6OOO7FFECI1F7BCE (.rdata ! aRc4) -> ("rca???") |
©BBB7FFECI1F1130 ©0 ES DA 1D @0 88 E9 5D ©E 00 00 E9 1C 1E ee e D2F5A0 -> ©000000000000006
©0007FF6CI1F1140 E9 A3 1A 00 60 E9 32 1D 60 00 E9 DD 25 60 00 D2F5A3 -> 0600000000000000
000O7FF6CI1F1150 E9 CF 25 60 @0 E9 E2 06 00 00 E9 [ Export Cancel D2F5B0 -> @00O7FFECILF7BC8 (.rdata ! aRcd) -> ("rca???")
©0007FF6CI1F1160 OF 00 60 E9 AC 1C @0 60 E9 83 1F 60 00 E9 C2 D2F5B3 -> 54FCC43795A8CACO
©0007FF6CO1F1176 00 06 ES 21 19 60 00 E9 14 20 00 60 E9 A3 25 ©6:0030 60000024C7D2F5CO -> E8118EA2FCEOAES3
©0007FF6CO1F1180 00 E9 72 1A @0 60 E9 1D 1A 00 00 E9 1C 10 06 ©7:0038 6000G024C7D2F5CE -> C68AA25C38694545
©0007FF6CO1F1190 E9 FB 20 00 00 E9 B2 15 60 00 E9 A9 14 060 00 ©8:0049 600G024C7D2FSD0 -> GEB7ACI3864C8B16
©0007FF6CO1F11A0 60 1A 60 00 E9 7B 25 60 60 E9 16 1A 00 00 E9 ©9:0048 00000024C7D2FSDS -> 0GOOBS3AGOTAESFE
00000550 00007FF6CI1FL150: sub 7EF6COLFILAF:sub 7FE6COIFILAF+] o
 output 0e x

7FFD07560000: loaded C:\Windows\SYSTEM32\VCRUNTIME148.d11
148)

7FFD34D75BCO: thread has started (ti
7FFD34D758CO: thread has started (ti
PDBSRC: loading symbols for 'C:\Users\zhang\Desktop\rc4#4l\tiifirc4 @xee 1.exe'...

PDB: using PDBIDA provider
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=FIOIN_MEX| AULU JRU4(70 /D OPLIOT . U 1RO, SUINY . TL4£ €€ 70/ U, LAUI 1, Latl | )OUNPUL=ZIUQUESU T UZINUIVIURKIVI TINUYZQUV FIVIELUINUISR T EXRIGUIN [ TNJKZUDV UTHUQUIVIZIVE T T4UQRU... G0
Last build: 2 years ago - Version 10 is here! Read about the new features here Options *
Recipe "N M| Input
C9CAA89537C4—FC5483AEEOFC428E11E8454569385CA28AC616834C8693ACB7SEFGE57A903AB§
From Hex on
Delimiter
Auto
RC4 on
Passphrase UTEs Input format Qutput format
rca??? Latin1 Latin1
e 76 = 1
Output
Flag{374315ed9864687d6d5144167944ebs)
v
STEP |
Auto Bake

M.#Tfrc4 002

mc 38 = 1

W W
r =
Tr

Q® s Tr



1,18 ZBidaZ3 tr— T ik |IB T Ercd
. I | 1 I | |

;tion Instruction Data Unexplored External symbol Lumina function
0 & x| ® IDA View-A @ Pseudocode-A %] [=] Strings =) Hex View-1 e} Local Types B
Segmd © 19 [7] = 49;
T 20 [8] = 117;
olt 21 [9] = -28;
it 22 [10] = -114;
.plt 23 [11] = -64;
_plt 24 [12] = 84;
-plt 25 [13] = 111;
-plt 26 [14] = -113;
-plt-g{ ¢ 57 [15] = -18;
. text
T text 28 [16] = -8;
. text 29 [17] = 96;
. text 30 [18] = -94;
- text 31 [19] = -63;
- text 32 [20] = -21;
-text | o 33 [21] = -91;
x| e 34 [22] = 52;
& T KEE [23] = 109;
_text 36 [24] = 113;
. text 37 [25] = 85;
. fini 38 [26] = 8;
extern o 39 [27] = 7;
exterr o 49 [28] = -78;
eXtern o 41 [29] = -88;
extern
extern 42 [30] = 47;
extern 43 [31] = -12;
a4 [32] = 81;
a5 [33] = -114;
46 [34] = 12;
47 [35] = -52;
48  gmemcpy (& [36], "3s1", 3);
a9 [48] = 64;
50 [41] = -42;
51 [42] = -54;
52 [43] = -20;
53 [44] = -44;
54  puts("Input flag: ");
A x 55 _ isoc99_scanf("%63s", s);
® 56
57 {
58 strepy((char *) s "NulLctf233");
59 sub_aees74( L s, V)3
60 for ( = 9; <= 44; ++ )
61 {
62 if ( *((_BYTE *) + ) = [ 1)

00000941 main:19 (400941)

B lengt:hzhh\
2,Iinu_x$¥l’?,ﬁﬁl«)(w‘_slﬁiiﬁ—_|:

-~ delected address Stack0000203C ) : 00F 3FBDO

¥ root@EmptyKing: /mnt/c/User X + v

Microsoft Windows [fR4~ 10.0.26100.6899]
(c) Microsoft Corporation, {REANF.

C:\Users\zhang>usl
wsl: W E localhost MEEE, ERFEMHREl WSL. NAT I TR WSL F3ZHF localhost L.
B sudo su root

[sudo] password for ek:

Sorry, try again. B
¢ [sudo] password for ek:

root@EmptyKing:/mnt/c/Users/zhang# cd desktop (

root@EmptyKing:/mnt/c/Users/zhang/desktop# ./linux_server

IDA Linux 64-bit remote debug server(ST) v9.1.31. Hex-Rays (c) 2004-2025

2025-11-12 22:37:41 Listening on :::23946 (my ip 172.24.54.112)...

2025-11-12 22:38:03 [1] Accepting connection from ::ffff:172.204.u48.1...
| Looking for GNU DWARF file at "/usr/lib/debug/.build-id/9d/69b235466d6bl5eU40c376cbb9f0e9966772cfb.debug”. . .

Input flag:

123

2025-11-12 22:57:56 [1] Closing connection from ::ffff:172.24.48.1...

3RIN—TEX



y function [l Regular function [l Instruction Data Unexplored External symbol [l Lumina function

Debug View

IDA View-RIP a8
ack] :@@@07FFFFFFFE2A@ db @F8h
ack]:@0@07FFFFFFFE2AL db 5Ah ; Z
ack]:00@07FFFFFFFE2A2 db @A2h
ack]:@8007FFFFFFFE2A3 db @Clh
ack]:08007FFFFFFFE2A4 db @EBh
ack]:@8007FFFFFFFE2AS db @ASh
ack]:@8007FFFFFFFE2A6 db 34h
ack]:0@0@7FFFFFFFE2A7 db 6Dh
ack]:0@0@7FFFFFFFE2A8 db 71h
ack]:@@0@7FFFFFFFE2A9 db 55h
ack]:@@0@7FFFFFFFE2AA db 8
ack]:@@0@7FFFFFFFE2AB db 7
ack]:@@0@7FFFFFFFE2AC db @B2h
ack]:@@0@7FFFFFFFE2AD db @A8h
ack]:@@0@7FFFFFFFE2AE db 2Fh ; /
ack]:@0@07FFFFFFFE2AF db @F4h
ack]:@0@07FFFFFFFE2B@ db 51h ; Q
ack]:@@@07FFFFFFFE2B1 db 8Eh
ack]:@@@e7FFFFFFFE2B2 db @cCh
ack]:@@@e7FFFFFFFE2B3 db eCCh
ack]:@@@07FFFFFFFE2B4 db 33h ;
ack]:@@@07FFFFFFFE2BS db 53h ;
ack]:@0@07FFFFFFFE2B6 db 31h ;
ack] :080@7FFFFFFFE2B7 db (-]
ack]:080@7FFFFFFFE2B8 db 46h ;
ack]:080@7FFFFFFFE2BY db @Deh
ack]:9800@7FFFFFFFE2BA db @CAh
ack]:00@07FFFFFFFE2BB db @ECh
ack]:00@07FFFFFFFE2BC db @D4h
OWN D0007FFFFFFFE2B6: [stack]:00007FFFFFFFE2B6 (Synchronized with RIP)

caoa = b

e e e e

B 0w

=

1

)e4@e8B8 FF 48 89 D6 48 89 C7 E8 BE FD FF FF 48 8B 95 D8 .H.......... [k o
)e4ees8Ce FE FF FF 48 8B 8D E@ FE FF FF 438 8D 85 F@ FE FF ...H...... Maceos
)e4ee8De FF 48 89 CE 48 89 C7 E8 77 FE FF FF B8 @0 @0 €@ .H...... Wooaccos
)94208EC @0 48 8B 4D F8 64 48 33 ©C 25 28 08 00 8@ 74 ©5 .H.M.dH3.%(..

)o4eesFe [:PU-RNeRSCEY C9 C3 55 48 89 E5 48 81 EC Fe @@ ....... Wiboocooo
9480900 00 00 64 43 8B 94 ZS 28 BB 00 ee 48 89 45 F8 chl ..dH. %(...H.E. 1

WBAGDGIA £O A2 N EE RA oo Ra Aq

4 BRXMBBida R EENHE, LN BRARF R — T,
B i« =R

import re

# @l BASCHRERAR CRES: SR

<]

Pseudocode-A

¥ Export Plus: Export Data

Selected address [stack] : 00007TFFFEFFFE29()

Selected Length 0=27
Selected Data A8 2F F4
Data Type Byte
Export As String

Export Format:

51 8E 0OC CC 33 53 3

v

~

— Base Hexadecimal -~
—  Delimiter

—  Prefix 0x

- Suffix

Export Window

axC6,0x21,0xCA, 0xBF,

@x51,8x43,8x37,0x31,0x75,0xE4, 8x3E,
8xC8, 8x54,0x6F , 0x8F , OXEE, OXF8, 8X5A,
@xA2,8xC1,0xEB, @XA5, 0X34, OX6D,

@x71,8x55,0x8,0x7,0xB2, 0xA8, OX2F , OxF4, @x51, Bx8E,

@xC, @xcC,Bx33,0x53,0x31

Line:1 Column:1

Export File Path :top\rc4#A%|\export results.txt v

XMNELAARE T, Fheitaita Tk

Cancel

input_file = r"C:\Users\zhang\Desktop\rcu%J%i|\export_results.txt"

# B o (BIEERTE

output_file = r"C:\Users\zhang\Desktop\rcu%%|\export_fixed.txt"

# B EPOCHENE

with open(input_file, "r", encoding="utf-8") as f:

text = f.read()

# @ BIE Nk HEIHFHEKRE (0xC » 0x00)
def fix_hex(match):
val = match.group(1)
if len(val)
return f"0x0{val.upper()}"
else:
return f"Ox{val.upper()}"

# PATHEBIE

fixed_text = re.sub(r'Ox([0-9A-Fa-f]{1,2})\b', fix_hex, text)

10600
:0ee8
:eele
:ee18
10020
:BBZB

0026

T/\



# B MR ox. E5. THEMT, RIREA16H S| 7R
cleaned_text = fixed_text.replace("0x", "").replace(",", "").replace(" ", "")
cleaned_text = cleaned_text.strip().upper()

# @ SNt
with open(output_file, "w", encoding="utf-8") as f:
f.write(cleaned_text)

print(" 4 CEEEBIHEEMATS! ")
print(" = it CHFEE: ", output_file)

5 BZ A IREN K F I F—IER
Last build: 2 years ago - Version 10 is here! Read about the new features here Options Q Helpo
Recipe Sl W] Input + O3 8 =

- * C621CABF5143373175E48EC@546F8FEEF85AA2C1EBA5346D71550807B2A82FF4518E0CCC3353310040D6CAECDA
rom Hex

Delimiter

Auto

RC4

Passphrase Input format Output format

NullLctf233 uTFe - Latin1 Latin1

mec 99 = 1 Tr Raw Bytes & LF

Output BOm:

Ih1book{us1nG_f3atur3s_7o_de7ermin3_algerizhm}

&, FERERY
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I n I

Library function [l Regular function Ml Instruction Data Unexplored External symbol [l Lumina function

x aeougger

Debug View a @ Local Types
) DA ViewRIP O & x|[@ PseudocodeB 08 x| ® il s

[stack]:@0007FFFFFFFEIFE db 1Ch ©32 memset(v5, @, sizeof(v5)); *RAX 13F8FA94D9587264
[stack]:@0007FFFFFFFELFF db OF6h ©33 V6 =0; RBX 0@0Q7FFFFFFFE418 -> 0O@O7FFFFFFFEGS3 -> Al
[stack]:00007FFFFFFFE200 db 64h ; d 34 v7=0; orv eacaasceanaasaca
[stack]:00007FFFFFFFE201 db 72h ; r 35 v8=0; @ Export Plus: Export Data X
[stack]:00007FFFFFFFE202 db 58h ; X © 36 __isoc99_scanf("%s4e", v5); 000000000
[stack]:@0007FFFFFFFE203 db @Doh © 37 *(_QUORD *)sl = @;
[stack]:@0007FFFFFFFE204 db 94h 38 vie =e; .
[stack]:00007FFFFFFFE205 db OFAh © 39 memset(buf , @, sizeof(buf )); Selected address  [stack] :00007FFFFFFFELEQ -
[stack]:00007FFFFFFFE206 db OF8h 40 vi2 =o; Selected Length S E

| [stack]:@@07FFFFFFFE207 db 13h 41 Vi3 =o; et Tore —
[stack]:@0007FFFFFFFE208 db  © ©42 via =o; - . |
[stack]:@00@7FFFFFFFE209 db @ © 43 *(_QWORD *)s2 = @x4973F431134ECC7SLL; Data Type Byte v B
[stack]:@0007FFFFFFFE20A db  © © 44 V16 = OX7E35F4CO734F6C4FLL; Export As String . o o
[stack]:@0007FFFFFFFE20B db  © © 45 V17 = OXEATAG0194D7627CELL; I's o
[stack]:@0@@7FFFFFFFE20C db  © © 46 V18 = OXFE1CDAB142C05DA4LL; e s o
[stack]:@00@7FFFFFFFE26D db  © © 47 V19 = @x13F8FA94D9587264LL; ’ : 5x86-64.50.2 Ol
[stack]:@00@7FFFFFFFE20E db  © ©48 V20 = 0; - Base Hexadecinal v
[stack]:@0007FFFFFFFE2F db @ o 2o TSNS - oo S
[stack]:@@@@7FFFFFFFE210 db @Ah 50 V22 = 0; e -
[stack]:00007FFFFFFFE211 db  © ©51 V23 =0; = mmEk O P
[stack]:@00@7FFFFFFFE212 db @ 52 V24 =0; - Ssuffix v
[stack]:@0007FFFFFFFE213 db ] ® 53  rc4_init(Fenkey , 8, &S); -
[stack]:0@@07FFFFFFFE214 db @ ® 54 Export Window I
[stack]:0@@@7FFFFFFFE215 db @ ©55 if ( Istremp(si, s2) ) £
[stack]:@@@07FFFFFFFE216 db @ ®56  printf("flag is correct"); 0x78,0xCC, Ox4E, 8x13,0x31, 0xF4, 0x73, 0x49, OX4F,
[stack]:@@@@7FFFFFFFE217 db @ 57 else OX6C, Bx4F , 0x73,0XC0, OXF4, 0x35, OX7E, OXCE,
[stack]:0@@07FFFFFFFE218 db 40h ; @ © 58 printf(&format_); 0x27,0x76,0x4D, 8x19, 0X60, 8X7A, OXEA, 0x44, OX5D,
[stack]:@0007FFFFFFFE219 db @ | e 5o I  ©xCO, 0x42,0x81, 0xDA, 0x1C,

UNKNOWN 00007FFFFFFFE207: [stack]:0000° (Synchronized with Pseudocode-i ® 60} OxF6,0x64,0x72,0x58,0xD9,0x94, OXFA,0XF8,0x13

00001504 main:43 (555555555504) (Synchronized wii

@ Hex View-1

0000555555555390 (O 48 @1 DO OF B6 60 88 45 EF 8B 45 F8 48 63 DO
00005555555553A0 48 8B 45 D8 48 01 DO OF B6 00 32 45 EF 89 C2 8B
0000555555555380 45 F8 48 63 C8 48 8B 45 DO 48 01 C8 83 F2 20 88
00005555555553C0 10 83 45 F8 ©1 8B 45 F8 3B 45 CC
00005555555553D0 [J§ 90 90 C9 C3 F3 OF 1E FA 55 48 89 E5 48 81 EC
90005555555553E0 20 3 00 00 64 48 8B 64 25 28 00 00 00 48 89 45
00005555555553F0 F8 31 CO 48 BS 46 65 6E 4B 65 79 21 21 48 89 85

encing - Stack

Line:1 Column:1

Export File Path :top\rc4/J/\export_results. txt v

Cancel

00008555555555400 E7 FC FF FF C6 85 EF FC FF FF @0 48 8D 05 F6 @B ® 34

00008555555555416 @0 00 48 89 C7 E8 76 FC FF FF 48 8D @5 FF @B €0 e 35 e;

08008555555555420 00 48 89 C7 E8 67 FC FF FF 48 8D ©5 OF ©C @0 @0 .H...e... isoc99 scanf("%s40". v5):
000013D0 00005555555553D0: rcd_crypt+10C 000013D5 main:32 (5555555553D5)

& Output
[hrt] 1594 main: Function 11FD rc4_init was recast to "__int64 _ fastcall(_QWORD FenKey__, _QWORD n8, _QWORD p_S)"

hrt] 15B9 main: Function 12C4 rc4_crypt was recast to "__int64 _ fastcall(_QWORD, _QWORD p_s1, _QWORD n4@, _QWORD p_S)"
hrt] 166e: Global at 2076 was renamed to "format_"

2 ptach fSflagEiEHsk T




® /9 puts\&s_);
® 32 puts("rrrrrcccc44444441");
® 31 printf("you input flag:");
® 32  memset(v5, @, sizeof(vs));
® 33 v6 = 8;
® 34 v7 =8;
& 30 vl — A=

Execute script

Snippet list

Name
@ Default snippet

Pseudocode-i

Please enter script body

|

B w

|add=9x7FFFFFFFDF E@

enc=[@x78,0xCC,6x4E,0x13,0x31,0xF4,0x73,0x49,0x4F,
Ox6C, @x4F ,0x73,0xC0o, 0xF4,0x35, Ox7E, OXCE,
Ox27,0x76,0x4D,0x19,0x60,0x7A,0xXEA,0x44 ,0x5D,
©xCo,0x42,0x81,0xDA, 0x1C,
OxF6,0x64,0x72,0x58,0xD9,0x94,0xFA,0xF8,0x13]
for i in range(len(enc)):

patch_byte(add+i,enc[i])

KBDA ©ovo/rrr
RCX ©eooeeee
RDX ©eoeeeee

0
@ Modules

Path

/mnt/c/Users
Jusr/1ib/x86
[vdso]

&| /usr/1ib/x86

[ Threads

Hex
1EA

Decimal
[e] 490

Stack view

3D ........ e 1 affd Line:1 Column:l strcpy(FenKey_ ,
2 88 H.E..... puts(&s);
'@ 88 E.Hc...E, Scripting language Python ~ Iab size 4 v Run Export Import puts(&s_);
G - k.. .E. puts (" rrrrrccect
11 EC ...ovvena w %31 printf("you inpl.
9 45 -...dH..%(...H.E ® 32  memset(vs, @, si
}9 85 .1...FenKey!!H.. ® 33 v6 = 8;
6 @B D% scaac Mecce ® 34 v7 = 8;
)B @0 H \' H..... ® 35 v8 = 8;
0 8@ .H...e...H...... is0c99 scanf(’
000013D5 main:32 (
oy
H Library function [l Regular function [l Instruction [l Data [l Unexplored External symbol [l Lumina function
Debug View a8 @

[E IDA View-RIP 5 x||@ Pseud:
M\% @ Export Plus: Export Data X B

N [}

N ® 43

. e 44

. ® 45 Selected address [stack] : 00007FFFFFFFEOEQ ~

) ® 46 Selected Length 0x28 ~

. ® 47

. e 48 | Selected Data | 63 66 63 65 37 62 31 62 30 D v

) . ‘;Z M poce Tyoe String literal v |

. . [>tring _itera . |

N ® 51 Export As String i

. ® 52

O ® 53 Export Format:

. e 54 |

) ® 55 Export Window

N (]

. 2° | LitCTF{71bb2a@6417a5306ba297ddcFee7b1b0}

. ® 58

. ® 59

. ® 60 }

® [stack]:0e@@7FFFFFFFE108 db 2]

® [stack]:e@@@7FFFFFFFE189 db e

® [stack]:@@0@7FFFFFFFE10A db e

® [stack]:eeee7FFFFFFFE1eB db e Line:1 Column:1

® [stack]:eeee@7FFFFFFFE10C db (2] E ¢ File Path - o

®  [stack]:@@ee7FFFFFFFE1eD db ] sport File Path :top\red4\export_results. txt e

® [stack]:0@0@7FFFFFFFE10E db 2] I

°  [stack]:@@@87FFFFFFFE1®F db @ -_Expm Cancel

“ UNKNOWN 00007FFFFFFFE107: [stack]:0000’ (synchronized with Pseudocode-l

00 W—RIP)

@ Hex View-1 B & x
©806555555555396 (O 48 01 Do OF B6 80 88 45 EF 8B 45 F8 48 63 DB ........ E....Hc.

©0005555555553A0 48 8B 45 D8 48 @1 DO ©F
©8085555555553B@ 45 F8 48 63 (8 48 8B 45

B6 €@ 32 45 EF 89 C2 8B H.E....... 2 ER
Do 48 @1 C8 83 F2 20 88 E.Hc...E...a-...



