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rtion Data [l Unexplored External symbol [l Lumina function
g X =] IDA View—A B Pseudocode—A [x]
eg . . .
et e 29 else if ( (unsigned __ int8)buf_[i] > @xé4u )
egl 38
eal e 31 if ( n119 == 's' )
egl 32
egl | @ 33 if ( n209 > '"\xD1' )
eg( ® 34 goto LABEL_20;
egl || @ 35 n209 += 15;
ezl 36 }
egl
B 37 else
o 38
egl ® 39 if ( n119 1= 'w' )
ezl 40
eg( 41 LABEL_21:
eal ® 42 j_puts(aInvalidInput);

22; ® 43 return -1;

et 44 }

eal ® 45 if ( n2e9 <= 14 )

egl ® 46 goto LABEL_29;

egl e 47 n209 -= 15;

egl 43 ¥

ezl 49 }

ee( 5@ else

egl

egl

ezl e 52 if ( n119 1= "a' )

egl ® 53 goto LABEL_21;

ezl ® 54 if ( !(n209 % 15) )

ezl 55 {

egﬁ 56 LABEL_26:

22( ® 57 j_puts(aInvalidMoveQut);

gl ® 58 return -1;

egl 59 }

agl ® 60 --n2@9;

ezl 61

ezl | o 52 if ( asc_403020[n2629] == 36 )

ezl 63

22; ® 54 j_puts(alnvalidMoveHit);

egl ® 65 return -1;

egl 66 }

eg( ® 57 if ( asc_4@3@20[n2e9] == 'y' )

egl 68 {

eg | o 69 j_puts(aYoulWin);

g ® 70 j_puts(aPlzBasectflLowe);
000009FC main:€1 (4015FC)

=] Strings Hex View-1

// "Invalid input!"

&

// "Invalid move: out of bounds!"™

/1 "x33$58333335595888888F33PSISL3LISEIDEEEEESSRIEISIEETHSS

// "Invalid move: hit a wall!™

/1 "x3335833333595L8EEEEIISIISEISEILISEIDEELELSIEIEISIEEIHIS

"You win!"
"plz BaseCTF{lower.MD5{your path}} by 32bit"

I/
I/

appnelp.alLl
nsvert.dll
16)

EYRY

2,8 FstringiX & 3 TXEH A



segfoo: 00e0000000402ED8 dq OFFFFFFFFFFFFFFFFh
5eg000: 000000OBRB402EES qword_482EEQ dgq 24h dup(8) ; DATA XREF: segb@@:off_403128l0

5eg000: 6PLRAEEREA403606 dword 403000 dd eah ; DATA XREF: sub_4@1180:loc_4@130Ftw

seg000 : 000PPPLPA403004 align 20h

seghee: 0PLepeRRA403820 asc_483020 db 'x$$$55$$55$955$88E8KESS 5SS ISP REFESSREBRESERIBEFIRAGFSFESERISER"
5eg0R0: 00R0PERLRe403620 ; DATA XREF: main+lBF1o

52000 00E00A0E00403020 ; main+lE6to ..

seghlo : 0PBPAEPRRA4B3061 db '&&$$E$SRISEIFHRSEEPRSFFHSETFHRIETHREETFSEERREIERREIEIESSSFESSRRRE"
5eg080: 00RPPERRRR4B38A2 db '&&$$$$$3555838535585$9$88RETSREEISESISREREREZSISSS$TESSSSRIS8ES "
5eg000: 00000000004030E 3 db '$$3$53988838885398853R8888RE8RY ", 0

seg000: 000PAARLRR403102 align 20h

5egoee: 0000000e00403126 of f_403120 dq offset qword_4@2EE@ ; DATA XREF: sub_481799+41r

5eg000: 000000000403120 ; sub_4e179@+151r ..

seg000: 00EPAARERA403128 align 1eh

5eg000: 000P0EALRA403130 dq eFFFFFFFFFFFFFFFFh, @

52000 : 000P0eRE0E403146 qword_403140 dq eFFFFFFFFh, @ ; DATA XREF: seg@@e:off_d4e44Felo

seg000: 00EPAPERA403150 dq eFFh, @

5eghBe: 000P0EBRA483168 qword_403160 dq 2, © ; DATA XREF: seg@@e:off_4043E@l0

52000 : 000P0eRERE403176 qword_403170 dq eFFFFFFFFh, @ ; DATA XREF: seg@@e:off_4043F@io

3IRI—TF BEEEE-T
©® Export Plus: Export Data

Selected address

Selected Length

Selected Data 79 00
Data Type String literal
Export As String b

Export Format:

Export Window

x$$$35$35955955888888359559555858F 585 HREEEES
SLELASIELASIRTARTARILELAS SRS LATLASELELERL RIS L:4
$38$2$$288F$$EEZELIEREEIEI$F$$F$FFRRELZESF$FS55S
$8$$$55$555$988&8I$RELIFSSHFERREERESISS$5S5555$S
$8$$8$$$555$95$9858$55955$9588888&8&E&Y \Xx0O

Line:1 Column:1

Export File Path ez maze (1)\export_results.txt -

| Export ‘ Cancel




X, 8, 8, '8, '3,
&, (R, R, R, R, R
I&IJ '$'J '&'J I$IJ I$IJ '&'J
CE T T
I&IJ I$'J '$.J I$IJ I&IJ I&'J
Iéhl 2 I:$ 'J '$’ 2 ' $'IJ Iéhl ? I:$ 'J
Ié{l 2 Ij$ 'J '$! 2 ' $'IJ IELI ? Ij$ 'J
&', (8, 'R, 'R, R, S,
' ' 2 ' $"J '$’ 2 ' $'.J ' . 2 ' $"J
£ 300K J0TRE SPORE JUE SO 3
'S, U8, U8, e, R, R,
'S, U8, U8, R, R, R,
I$IJ '$'J '$'J l$IJ I$IJ '$'J
2 S S SO T ST
£ SO S D T

'$'J l$l.’ I$'J '$'J '$'J l$l.’ I$" '$'J '$',
', 8T, 8T, U8, U8, U8, U8, U8,
'$, U8, TR, RN, R, R, R, S, S
&, &, 8T, U8, U8, U8, (A, U8, S,
OISR SR S LT SRS IR
'8l'5 IELI 2 ' $ IJ '81', '$"J ' IJ ' IJ ' $ I} '$_',
'81'5 ' IJ I $ IJ '8{', '81', 'ELI 2 I $ IJ I $ I} 's"J
'81'} 'éi' 2 Iéil 2 .8l.) '$"J 'Ei' 2 \ $ IJ ' $ .) '$"’
'8, (BT, TR, BT, R, R, 'S, 8, 8
'81'3 ' .J ' $ l) '$’ 2 '$’ 2 '$’ E ] ' $ .) '$") '$"J
'&'J ' l’ '$'J '&'J '&'J l&l.’ '$'J '$'J '$'l
'&', l&l.’ I&'J '&'J '$'J l$l.’ I$" '$'J '$',
', U8, U8, RN, 'S, U8, (R, U8, S,
'$'J ' IJ ' IJ '&'J ' '.l I&IJ ' I.’ ' 'J '$',
8, R, TR, R, R, R R, R, Y

4 XBFHE—THIT, MMERIEHRIRT, sssssssddddwwwddsssssssdddsssddddd

5, mdSR— TR T

Last build: 2 years ago - Version 10 is here! Read about the new features here

Recipe

MD5

—,re1

Sl W Input
P
o sssssssddddwwwddsssssssdddsssddddd\
mc 34 = 1 Q@ 34
Output

hi1b7d6EG©e8334cb918©1a28dee7efe

Auto Bake
mc 32 = 1

O



1, XX RV B 16 A =K, Fe (R R L 2=

O IDA - lucknum C:\Users\zhang\Desktop\gdpt ctf reveser\re \lucknum

File Edit Jump Search View Debugger Lumina Options Windows Help
PE 23 @GQ G F A IO CLLOR~ P> [ O No debugger v @ B
: I L

Library function [l Regular function [l Instruction Data Unexplored External symbol [l Lumina function

7 Functions O&fx @ IDA ViewA ] Pseudocode-A 8 @ Hex View-1 [

) © Local Types
Function name Segm 1int _ fastcall main(int argc, const char **argv, const char **envp)
2{
T s 3 int p_n7; // [rsp+Ch] [rbp-3ah] BYREF
s plt 4 char s[48]; // [rsp+18h] [rbp-3@h] BYREF
___is0099_scanf .plt 5
__cxa_finalize -plt.g ® 6 strecpy(s, "flag{céngr@tul@tién_fer_luck_numb3r}");
_start ~text | ® 7 p.on7 =@
deregister_tm_clones -text | o 8 _ isoc99_scanf(&unk_2004, & _n7); |
register_tm_clones Stext | o g If (pn7 ==7)
__do_global_dtors_aux . text - .
1 Freme. dumy Ttext | ® 10 return puts(s);
f main Stext| 11 else
__libc_csu_init Ltext | ® 12 return puts(“sorry!™);
__libe_csu_fini Ltext | ® 13 }
_term_proc . fini
puts extern
__libe_start_main extern
__1s0c99_scanf extern
__imp__cxa finalize extern
f| _emon_start__ extern

=,re2



1 EERAFHE

IDA View-A

(%] =]

v18[17]
v1e[18]
v10[19]
vie[2e]
vie[21]

26;
20;
59;
4;
B-

while ( 1)
{

break;

--vll;
1

else

}
ve = 8;

va = 1;
vl = 1;
v12[vil] = @;

if (v9)

3

else

{

return ©;

}

PWUMNRPOOOUXNOUPEAWNEODWOUODNNOOUVLAWUNE OOV AWNRE®O OOV PR W R

v7 = getch();
v12[v11] = v7;
if ( Iv7 || vaiz[vii] == "\r' )

printf("\r\n");

printf("\b\b");

system("pause");

if ( vi2[vil] == "\b' )

printf("u r right!\r\n");

000009AA main 0:5% (4115AR)

Pseudocode—B

printf("plz enter the flag:");

printf("%c", (char)vi2[vili++]);

for ( nl7 = 8; nl7 < 17; ++nl7 )

printf("u r wrong\ri\n\ri\n");
main(argc_1, argv_1, envp_1);

[ %] =] Pseudocode—A 8 [@] Hex View-1

Local

if ( (char)vi2[n17] != byte_415768[v16[nl17]] )

1
if ( vi2[17] != 49 || vi2[18] != 48 || vi2[19] !'= 5@ || vi2[2e] != 52 || wvi2[21] != 125 )

2:00415767

2:80415768 ; char byte_415768[]
2:80415768 byte_415768

3

3:004157A6 b
3:804157A7 db
3:004157A8 db
3:004157A9 db
3:004157AA db
2:004157AB db
3:004157AC db
3:004157AD db
3:004157AE db
3:004157AF db
3:004157B@ db
2,

align a

db 73h
100415769 aKfxeeftFGyrygt db 'KfxEeft}f{gyrYgthtyhifsjei53uUUrrr_t2cdsef66246887138\0087138"',8@
d

2]

MO DD OO@®

; DATA XREF: _main_e+1E31Tr

data = "eKfxEeft}f{gyrYgthtyhifsjei53UUrrr_t2cdsef66246087138\0087138"

vie = [1,4,14,10,5,36,23,42,13,19,28,13,27,39,u48,u41,42]

flag_part

full_flag

"' join([data[i] for i in v10])

(f"{flag_part}1024}}")



print(full_flag)

,re3

DB AR AR EE X MR T, B T — Fida, MiZBmEW MIE, — M s — MR, —
1, BB LR TR E B XM : ida, izt MNE, — s, — N FE,—1
= [l
base64,—1NEAESHIE,
] 1
nstruction Data Unexplored External symbol [l Lumina function
A& x| @3 IDA View—A =) Pseudocode—A [x] = Strings Hex View-1 Local Types Imports
Segme 16 _ inté4 vi7; // [rsp+1D@h] [rbp-76h] BYREF
17  _BYTE src__1[24]; // [rsp+1D8h] [rbp-68h] BYREF
:;‘1‘? 18 char s[7]; // [rsp+lFeh] [rbp-5eh] BYREF
plt 19 _BYTE src_[41]; // [rsp+1F7h] [rbp-49h] BYREF
_plt 20 char *p_BYOzAJWyAVA; // [rsp+220h] [rbp-20h]
.plt 21  const char *p_XorrLord; // [rsp+228h] [rbp-18h]
.plt 22 int n8_1; // [rsp+234h] [rbp-Ch]
-plt 23 int n8; // [rsp+238h] [rbp-8h]
.;ln)lltt 24 int n7; // [rsp+23Ch] [rbp-4h]
: 25
:z}: ® 26 printf("Enter the flag:");
.plt | ® 27 if ( fgets(s, 41, stdin) )
.plt | @28 s[strespn(s, "\n")] = @;
.plt | 8 29 if ( strlen(s) != 4@ || strncmp(s, "wdflag{", 7u) || src_[32] != 125 )
-plt | 4 35 return 1;
.;ln)lltt © 31  memcpy(dest, src_, @x28u);
Ctext | ® 32 src_1[8] = @5
text | ® 33 gmemcpy(s2, "“bn'", 4);
(text | ® 34 s2[4] = -68;
.text | ® 35  s2[5] = 1@2;
text | o 36 s2[6] = 114;
(TR | g 37 52[7] = -58;
t:: © 38 for (n7 =0; n7 <= 7; ++n7 )
Ttext| ® 39 51[n7] = 2 * dest[n7];
Ctext | ® 48 if ( memcmp(sil, s2, 8u) )
Ltext | ® 41 return 1;
-fini | ® 42 p_XorrLord = "XorrLord";
extern ¢ 43  gmemcpy(s2_, "m\n", 2);
g;:gg e 44 s2_[2] = 22;
e tern ® 45 s2_[3] = 64;
extern ® 46 s2_[4] = 12e;
extern ® 47 52 [5] = 12;
extern| ® 48  gmemcpy(v12, “DW", sizeof(v12));
extern e 49  for ( n8 = 8; n8 <= 15; ++n8 )
extern ¢ 5p sl _[n8 - 8] = dest[n8] ~ p_XorrLord[ng - 8];
exXtern o o1 if ( mememp(sl_, s2_, 8u) )
extern
extern ® 52 return 1;
extern ® 53 baseb4_encode((_ int64)&v 17, 8u, (__inté4)sl_ 1);
extern ® 54 p_BYOzAJWyAVA = "BYOzAjWyAVA";
extern| ® 55  if ( stremp(sl__ 1, "BYOzAjWyAVA") )
® 56 return 1;
® 57 gmemcpy(v9, "AesMasterAesMast", sizeof(v9));
® 58 dest_[@] = ©;
® 59 dest_[1] = 6;
00000E24 main:47 (400E24)
o SL_
to "s2_"
to "s1_ 1"
to "p_BYOzAjWyAVA"
to "dest_"

to "sre 1"

2,8 — TR L

memcpy(dest, v51, Ox20uLL);

vi9 = 0;

v38 = 98;
v39 = 110;
vio = 96;

vl = -60;



vi2 = 102;

vd3 = 114;

vy = -58;

for (1i=0; i<=17; ++i )
s1[i] = 2 * dest[i];

96

0x60

| ox60 / 2 = 0x30

48 (ASCII 'e')

98

0x62

0x31

| ox62 / 2 49 (ASCITI '1')
110 =>

Ox6E

| Ox6E / 2 = 0x37 = 55 (ASCII '7')

96

0x60

| ox60 / 2

0x30

48 (ASCII 'e')

-60 =>

oxcu

| excu / 2

0x62 = 98



(ASCII 'b')

102 =>

0x66

| 0x66 / 2 = 0x33 = 51 (ASCII '3')
114 =>

0x72

| 0x72 / 2 = 0x39 = 57 (ASCII '9')
-58 =>

0xC6

| OxC6 / 2 = O0x63

99

(ASCII 'c')

3. B RAFEEREF

ps://cyberchef.org/#recipe=From_Base64('CDEFGHIJKLMNOPQRSTUVWXYZABabcdefghijklmnopgrstuvwxyz0123456789%2B/" true false)&input=QllPekFqV3IBVKE

»nsored by DEF24.com Last build: 2 years ago - Version 10 is here! Read about the new features here
Recipe "l ] Input
BYOzAjWyAVA
From Base64 on I
Alphabet

CDEFGHIJKLMNOPQRST... v Remove non-alphabet chars

D Strict mode

mc 1l =1
Output
eczbSZaS‘
- ! ]
STEP ‘ L Auto Bake
8 =1

4, 8NP E SR

gmemcpy(v9, "AesMasterAesMast", sizeof(v9));

an A

Options *



v8[0]

OLL;

v8[1] OLL;

memcpy(v8, v18, 8uLL);

for ( k = 8; k <= 15; ++k )
*((_BYTE *)v8 + K) = 8;
AES_set_encrypt_key(v9, 128LL, v6);

AES_encrypt(v8, v7, v6);

hex_to_string(v7, 16LL, v5);

vd[e] = -10;
vd[1] = -85;
vi[2] = 71;

vi4[3] = -66;
vi[u] = 113;
vu[5] = -28;
vig[6] = 1;

viu[7] = -36;
vd[8] = 3;

vd[9] = us;

vi[10] = -97;
vi4[11] = -15;
vi[12] = 67;
vi[13] = -15;
vy[14] = -u5;



vi[15] = 102;

if C memcmp(v7, vd, 0x10uLL) )
return 1;

puts("Correct Flag!");

return 0;

ARIEHBexp

from Crypto.Cipher import AES

from Crypto.Util.Padding import unpad

# RAREE vu

vl = bytes([0xF6, OxAB, Oxu47, OxBE, 0x71, OxEU, Ox01l, OxDC, O0x03, 0x30,
Ox9F, OxF1l, 0xu43, OxF1l, 0xD3, 0x66])

# ffiff]"AesMasterAesMast"/E %4, s AT

key = "AesMasterAesMast".encode()

# YISHILAESHEE 4%, JEFFECBR

cipher = AES.new(key, AES.MODE_ECB)

# i R

decrypted_data = cipher.decrypt(vd)

# EREA

try:

unpadded_data = unpad(decrypted_data, AES.block_size)
# AR IS OBEE, RO ASCII AT H

print("Decrypted data:", unpadded_data.decode('utf-8',



errors="'ignore'))
except ValueError as e:

print(f"Padding error or decryption issue: {e}")

+,red
1,555 Bbase64ift xR

IDA View—A %] [=]] Fseudocode—A 3 =] Hex View—1 B8 Local Types

1fint _ fastcall main(int argc, const char **argv, const char **envp)
24

3 unsigned __int64 v3; // rbx
4 __inte4 n44; // rax

5 char *v5; // rax

6 char *v6; // rie

7 __inte4 nl5; // ril

8 char *v8; // r8

9 _BYTE *v9; // r9
18 unsigned __int8 vie; // dl
11  unsigned _ inté4 vi1l; // rax
12 int v12; // ecx

13 __inte4 v13; // rax

14  unsigned int vi14; // edx
15 _ inté4 v15; // rdx

16 int vie; // rled

17 __inté4 v17; // rax

18 unsigned __inté4 v18; // rax

19 const char *_nWrong_ Try_again; // rdx

20 _BYTE M@ASL3MF_uL3ICT2IhUgKSD2IeDsICH7Hd26HhQgKSQhNCX7TVL3UFMeHi2?_[65]; // [rsp+28h] [rbp-E@h] BYREF
21 char v22; // [rsp+61h] [rbp-9Fh] BYREF

22

23 strepy(

24 M@ASL3MF_uL3ICT2IhUgKSD2IeDsICH7Hd26HhQgKSQhNCX7TVL3UFMeHi2?_,
25 "M@ASL3MF uL3ICT2IhUgKSD2IeDsICH7Hd26HhQgKSQhNCX7TVL3UFMeHi2?");

26 sub_14e@ee1@2e("input your flag:");

27  sub_140801086("%s");

28 v3 = -1;

29 n44 = -1;

38 do

31 ++nd4;

32 while ( M@ASL3MF_uL3ICT2IhUgKSD2IeDsICH7Hd26HhQgKSQhNCX7TVL3UFMeHi2? [nd4 + 64] );
33 if ( n44 == 44 )

38 {

35 v5 = (char *)malloc(@x3Du);
36 ve = &v22;

37 nls = 15;

38 V8 = V5;

39 vs[ee] = e;
40 vl = v + 2;

41 do

42 {

43 vie = *(ve - 1);
44 Ve += 4;

000004E0 ﬁain:l (1400010E0)

missions, c€lass, ana name



- oz \VT T %) S ELyAAUCUE IBILIR\\UNISIEISU __LILO%) Vi 22 ©) | \UNSLENISU LU \H Vi) ],

o e 53 *(v9 - 3) = aZyxabcdefghijk[vi4 & ©x3F];
alle 54 --n15;
o 55 3}
e ® 56 while ( ni5 );
es e 57 vl5 = @;
€3 e 58 vlie = 8
el e 59 VB[59] = 61
Slle e0  vi7 = -1;
o 61 do
e3 ® 62 ++v17;
ex e 63 while ( v8[vi7] );
e e 64 if (w17 )
e 65 {
S| 66 v = v8;
= 67 do
e 68 {
ex ® 69 *y9++ M= 2u;
e e 70 ++v16;
e o 71 vig = -1;
b 72 do
z e 73 ++V18;
= ® 74 while ( v8[vig] );
e 75 }
e | e 76 while ( vi6 < vi8 );
e 77 3}
e | e 78 LOBYTE(v9) = @;
e 79 do
o | e se +4V3;
o e 81 while ( M@ASL3MF_uL3ICT2IhUgKSD2IeDsICH7HA26HhQgKSQhNCX7TVL3UFMeHi2?_[v3] );
e | o 82 if (v2)
e 83 {
e | e 84 while ( v8[vi15] == (unsigned __ int8)M@ASL3MF_uL3ICT2IhUgKSD2IeDsICH7HA26HhQgKSQhNCX7TVL3UFMeHi2?_[v15] )
85 {
° 36 LOBYTE(v9) = (_BYTE)vO + 13
El e 87 v15 = (char)v9;
e 88 if ( (char)ve >= v3 )
e 89 goto LABEL_19;
EL
e 91 _nWrong__ Try_again = "\nWrong! Try again!";
92 3}
93 else
94 {
| ] 0000063F main:51 (14000123F)

ent permissions, class, and name

to "M@ASL3MF_uL3ICT2IhUgKSD2IeDsICH7Hd26HhQgKSQhNCX7TVL3UFMeHi2?_"
° "nis"
o "_nWrong_ Try_again"

ub_140001330 was recast to "__int64 __fastcall(_QWORD ?cout@std@@3V?$basic_ostream@DU?$char_traits@D@std@@@1@A, _QWORD _nWrong__Try_again, _QWORD, _QWORD, _QWORD, _QWORD, _QWORD, _

a4t

2,f0ZA90F

import base6d

# HE X base6ld F

custom_table =
"ZYXABCDEFGHIJKLMNOPQRSTUVWzyxabcdefghijklmnopqrstuvw0123456789+/"
standard_table =
"ABCDEFGHIJKLMNOPQRSTUVWXYZabcdefghijklmnopqrstuvwxyz0123456789+/"
encoded =

"M@ASL3MF *uL3ICT2IhUgKSD2IeDsICH7Hd26HhQgKSQhNCX7TVL3UFMeHi2?"
xor_result = bytes([ord(c) * 2 for c in encoded])

trans = str.maketrans(custom_table, standard_table)

standard_béu = xor_result.decode().translate(trans)

if len(standard_béd) % 4 != 0:



standard_béd += '=' * (4 - len(standard_béud) % u)
flag = baseé6lU.b6Udecode(standard_béu) .decode()

print("Flag:", flag)

7%.re5

1SR AT AR R BE T —FEMFT

08 x @ IDA View-A [x] ® Pseudocode-A @ Hex View-1 Il Local Types 2] Imports BB Exports
.text:00401040 var_4 = dword ptr -4
.text:ee401040

Vv .text:00401040 push ebp
.text:00401041 mov ebp, esp
.text:00401043 sub esp, 534h
.text:00401049 mov eax, ___security_cookie
.text:0040104E xor eax, ebp
.text: 00401050 mov [ebp+var_4], eax
.text:00401053 push ebx
.text:00401054 push esi
.text:00401055 push edi ; Arglist
.text:00401056 nop
.text:00401057 nop
.text:00401058 | nop
.text:00401059 nop
.text:0040105A nop
.text:00401058 nop
.text:0040105C nop
.text:0040105D nop
.text:0040105E nop
.text:0040105F nop
.text: 00401060 nop
.text:00401061 nop
.text:00401062 nop
.text:00401063 nop
.text:00401064 nop
.text:00401065 nop
.text:00401066 nop
.text:00401067 nop
.text:00401068 nop
.text:00401069 nop
.text:0040106A nop
.text:00401068 nop
.text:0040106C nop
.text:@040106D nop
.text:0040106E nop
.text:0040106F nop
.text:0e401070 nop
.text:00401071 nop
.text:00401072 nop
.text:00401073 nop
.text:00401074 nop
.text:00401075 nop
.text:00401076 nop

00000458 00401058: _main+18 (Synchronized with Hex View-1)

to “nzse
to "n256_1"
"ArgList"

to "p_good"
> "ArglList_1"
2fined

2fined

/ undefined
slv undefined



Data [ Unexplored

External symbol Ml Lumina function

B IDA View-A [ x] B Pseudocode-B a =] Pseudocode—A @ Hex View-1 Local Types
1 int _ cdecl main(int argc, const char **argv, const char **envp)
2{

3  int v3; // ecx

4 const char *v4; // esi

5 unsigned int v5; // esi

6 unsigned int vé; // kree_4

7 int n256; // ecx

8 int n256_1; // edi

9 int v9; // ebx

1@ unsigned __int8 vi1e; // dl

11 int v11; // edi

12 int v12; // ebx

13  unsigned __int8 v13; // dl

14 int v14; // ecx

15 unsigned int 1i; // ecx

16 char *p_good; // eax

17 char Arglist; // [esp+8h] [ebp-546h]
18 char ArgList_1; // [esp+8h] [ebp-548h]
19 _BYTE v208[44]; // [esp+Ch] [ebp-534h]
20 int v21; // [esp+38h] [ebp-508h]

21 _BYTE v22[512]; // [esp+3Ch] [ebp-584h]
22 _BYTE v23[256]; // [esp+23Ch] [ebp-3@4h] BYREF
23 char v24[512]; // [esp+33Ch] [ebp-204h] BYREF
24

® 25 v5 = (unsigned int)&v4[strlen(v4) + 1 - v3];

® 26 v6 = strlen(v24);

® 27 memset(v23, @, sizeof(v23));

® 238 for ( n256 = @; n256 < 256; ++n256 )

29
® 30 v24[n256 + 256] = n256;
e 31 v23[n256] = v24[n256 % vé6],
32 %
® 33 n256_1 = @;
® 34 v9 = 8;
35 do
36 {

® 37 V18 = v24[n256_1 + 256];

® 38 v9 = (v9 + (char)v23[n256_1] + v1e) % 256;

e 39 v24[n256_1++ + 256] = v24[vS + 256];

® 49 v24[ve + 256] = vl1e ~ ex37;

a1}

® 42 while ( n256_1 < 256 );

® 43  sub_40101@("\n\n", ArglList);

® 44 vll = 9;

00000457 main:l (401057)
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28 for ( n256 = @; n256 < 256; ++n256 )

{
3e v24[n256 + 256] = n256;
31 v23[n256] = v24[n256 % v6];

32

33 n256_1 = 0;

34 v9 = @8;

35 do

36 {

37 vie = v24[n256_1 + 256];

38 v9 = (v9 + (char)v23[n256_1] + v1e@) % 256;
39 v24[n256_1++ + 256] = v24[v9 + 256];
40 v24[ve + 256] = vie ~ ex37;

41}

42  while ( n256_1 < 256 );

43 sub_4elele("\n\n", Arglist);

44 vl1l = @;

45 v21 = @;

46 v12 = @;

47 if (v5)

a8 {

49 do

5@ {

51 vil = (vil + 1) % 256;

52 v13 = v24[vil + 256];

53 vi2 = (V13 + v12) % 256;

54 v24[vil + 256] = v24[v12 + 256];
55 v24[vl2 + 256] = v13;

56 vlid = v21;

57 v22[v21] ~= v24[(unsigned __int8)(v13 + v24[v1l + 256]) + 256];
58 v21l = vl4 + 1;

59

60 while ( v14 + 1 < v5 );

61 viZz = @;

62 1}

63 for (1 =0; 1< v5; ++1 )

64 v12 = v22[i] == v2e[i];

65 p_good = (char *)&unk_402184;

66 if (vi2 == 1)

67 p_good = aGood;

68 sub_401010(p_good, Arglist_1);

69 return @;

70 }

0000054D _main:27 (40114D)

3,patch— T
[m- x|| Pseudocode—C
22 int v23; // [esp+38h] [ebp-5@8h]
23 char v24[512]; // [esp+3Ch] [ebp-584h] BYREF
24 char v25[256]; // [esp+23Ch] [ebp-3@4h] BYREF
25 char tallmewhy_[256]; // [esp+33Ch] [ebp-284h] BYREF
26 _BYTE v27[256]; // [esp+43Ch] [ebp-1@4h] BYREF
27
I ¥ s PR Y A o PR PV S T
Execute script n
Snippet list Please enter script body
Name 1|add=0x58F6B@
@ Default snippet 2|enc=[OxF5, ©x8C, 0x8D, ©xE4, Ox9F, OxA5, 0x28,
Ox65, ©x30, OxF4,
3|exEB, @xD3, @x24, @xA9, @x91, @x1A, Ox6F, exD4, e e ereiE
Bx6A, OxD7,
4l@x0B, ©x8D, OxES, OxB8, ©x83, @x4A, Ox5A, Ox6E,
OxBE, ©xCB,
5|@0xF4, ©x4B, ox99, oxD6, ©OxE6, ©x54, Ox7A, Ox4F,
Line 1 of 1 Line:1 Column:13
Scripting languase Python -~ Tab size 4 v Run Export Import

® 45 v27[n256]
® 45 v25[n256]

a7 3}
n?BRA 1 - Q-

n256;
tallmewhy_[n256 % v4];

gl (Synchronized with Pseudocode-B) 0000050F main:3% (CBl10F)
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2 IDA ViewEIP 0O & x| Pseudocoded =1

Stack[@@@@5FF4]:805DF527 db ) ® 58 sub_CB1e1e("\n\n", Arglist_1);

Stack[@@@@5FF4]:005DF528 db 66h ; f ®59 v9 =@;

Stack[@00@5FF4]:005DF529 db 6Ch ; 1 ® 60 v23 =0;

Stack[@00@5FF4]:005DF52A db 61h ; a I 6l vie = 0;

Stack[@@@e5FF4]:005DF52E db 67h ; g e62 if (v3)

Stack[@@@@5FF4]:@85DF52C db  7Bh ; { 63 {

Stack[@e0@5FF4]:005DF52D db 63h ; ¢ 64 do

Stack[@BO@5FF4]:005DF52E db 35h ; 5 65 {

Stack[@BO@5FF4]:005DF52F db 65h ; e ® 66 v9 = (v9 + 1) % 256;

Stack[@B@85FF4]:005DF530 db 38h ; @ ® 67 vll = v27[v9];

Stack[@B@85FF4]:005DF531 db 66h ; f ® 68 vie = (v1l + v1e) % 256;

Stack[@@A@5FF4]:@85DF532 db  35h ; 5 ® 69 v27[va] = v27[vie];

Stack[@@O85FF4]:005DF533 db 66h ; f ® 70 v27[vie] = vii;

Stack[@BOB5FF4]:005DF534 db 36h ; 6 e 71 vli2 = v23;

Stack[@@@85FF4]:805DF535 db 2Dh ; - ® 72 v24[v23] ~= v27[(unsigned _ int8)(v1l + v27[v9])];

Stack[@BOB5FF4]:005DF536 db 66h ; f e 73 v23 = vi12 + 1;

Stack[@BO85FF4]:005DF537 db 37h ; 7 74

Stack[@B@e5FF4]:005DF538 db 39h ; 9 ® 75 while ( vi2 + 1 < v3 );

Stack[@BO@5FF4]:005DF539 db 65h ; e ® 76 vlie = 8;

Stack[@@@@5FF4]:005DF53A db 2Dh ; - 77}

Stack[@00@5FF4]:005DF53B db 35h ; 5 ® 78

Stack[@@@e5FF4]:@@5DF53C db  62h ; b ® 79 vi0 = v24[i] == *((_BYTE *)vi9 + i);

Stack[@00@5FF4]:005DF53D db  3%h ; 9 ® 89 p_good = (char *)&unk_CB2184;

Stack[@@@@5FF4]:@@5DF53E db  62h ; b ©8lL if (vie==1)

Stack[@B0@5FF4]:005DF53F db  2Dh ; - ® 32 p_good = aGood;

Stack[@@@e5FF4]:@05DF548 db 3%h ; 9 ® 83 sub_CB1@1@(p_good, ArglList_2);

S+arkIBOAARFFAT-AAENFEAT dh Wh - R rotiirn O~

UNKNCWN 005SDF52B: Stack[00005FF4]:005DF5: (Synchronized with Pseudocode-B) 00000670 _main:79 (CB1270)

5 Hex View-1 o8 *\ @
)oCBleee B8 80 33 CB @0 C3 CC CC CC CC CC CC CC CC CcC cC ©0:0000 ©O5DF
)ecBlele 55 8B EC 56 8B 75 ©8 6A ©1 FF 15 B4 20 CB €0 83 ©l:0004 ©O5DF
)oCBle2e C4 ©4 8D 4D eC 51 6A @@ 56 50 E8 D1 FF FF FF FF ©2:0008 ©O5DF
)eCBle3e 7@ ©4 FF 3@ FF 15 A8 2@ CB ©@e 83 C4 18 5E 5D C3 ©3:000C ©O5DF
)ecBlede 8B EC 81 EC 34 ©5 0@ ©0 Al ©4 30 CB @@ 33 C5 I ©4:0010 ©O5DF
)eCBle5e 89 45 FC 53 56 57 33 Ce 74 @3 11 22 33 66 B8 @8 ©5:0014 ©O5DF
)@CBlece ©e 66 83 FO @7 8D 85 FC FE FF FF 68 @0 @1 €0 ee ©6:0018 ©O5DF
)8CBle7@ 6A @0 50 E8 89 eD €@ @@ 66 Al 16 21 CB @@ F3 oF ©7:001C ©e5DF
)@CBle8e 7E @5 @8 21 CB 60 68 F6 ©0 60 @@ 66 89 85 €4 FE AR-aa%a  AacnE
)aCB1e9@ FF FF 8D 85 @6 FE FF FF 6A @@ 5@ 66 OF D6 85 FC 0
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