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B M HER =il i\
PYZ.pyz_extracted 2025/10/28 22:41 A
[# bz2.pyd 2025/10/28 22:41 Python Extension ... 83 KB
[# decimal.pyd 2025/10/28 22:41 Python Extension ... 251 KB
[# hashlib.pyd 2025/10/28 22:41 Python Extension ... 65 KB
[# _lzma.pyd 2025/10/28 22:41 Python Extension ... 155 KB
[# _socket.pyd 2025/10/28 22:41 Python Extension ... 82 KB
== base library.zip 2025/10/28 22:41 [ (zipped) Stk 1,302 KB
[%) libcrypto-3.dll 2025/10/28 22:41 R & 5110 KB
B pyi rth inspect.pyc 2025/10/28 22:41 Compiled Python Fi... 3 KB
B pyiboot01 bootstrap.pyc 2025/10/28 22:41 Compiled Python Fi... 2 KB
B pyimod01_archive.pyc 2025/10/28 22:41 Compiled Python Fi... S5 KB
B pyimod02_importers.pyc 2025/10/28 22:41 Compiled Python Fi... 32 KB
B pyimod03 ctypes.pyc 2025/10/28 22:41 Compiled Python Fi... 7 KB
B pyimod04 _pywin32.pyc 2025/10/28 22:41 Compiled Python Fi... 2 KB
[%) python312.dll 2025/10/28 22:41 NRERT R 6,755 KB
@ PYZpyz 2025/10/28 22:41 Python Zip Applica... 1,245 KB
[# select.pyd 2025/10/28 22:41 Python Extension ... 31KB
B struct.pyc 2025/10/28 22:41 Compiled Python Fi... 1KB
B taskpyc 2025/10/28 22:41 Compiled Python Fi... 90 KB
[# unicodedata.pyd 2025/10/28 22:41 Python Extension ... 1,112 KB
[%) VCRUNTIME140.dll 2025/10/28 22:41 NRERT R 118 KB

3, fEApycdc/k fRiFHEH Fiitask.pyc X iz EXpy LhS

# Source Generated with Decompyle++
# File: task.pyc (Python 3.12)

def check(flag):

if 47 * flag[0] + 41 * flag[1] + 32 * flag[2] + 56 * flag[3] + 52 * flag[4] + 67 * flag[5] + 13 * flag[6] + 25 * flag[7] + 20 * flag[8] + 98 * flag[9] + 88 * flag[10] + 65 * flag[11] + 82
*flag[12] + 92 * flag[13] + 3 * flag[14] + 29 * flag[15] + 93 * flag[16] + 88 * flag[17] + 45 * flag[18] + 58 * flag[19] + 40 * flag[20] + 72 * flag[21] + 99 * flag[22] + 10 * flag[23]
+ 94 * flag[24] + 62 * flag[25] + 82 * flag[26] + 92 * flag[27] + 23 * flag[28] + 46 * flag[29] + 55 * flag[30] + 72 * flag[31] + 44 * flag[32] + 9 * flag[33] + 65 * flag[34] + 42 *
flag[35] == 176386 and 10 * flag[0] + 98 * flag[1] + 5 * flag[2] + 28 * flag[3] + 68 * flag[4] + 20 * flag[5] + 2 * flag[6] + 22 * flag[7] + 65 * flag[8] + 44 * flag[9] + 85 * flag[10] +
97 * flag[11] + 33 * flag[12] + 74 * flag[13] + 93 * flag[14] + 74 * flag[15] + 41 * flag[16] + 65 * flag[17] + 32 * flag[18] + 93 * flag[19] + 22 * flag[20] + 69 * flag[21] + 68 *
flag[22] + 57 * flag[23] + 47 * flag[24] + 29 * flag[25] + 74 * flag[26] + 54 * flag[27] + 91 * flag[28] + 90 * flag[29] + 26 * flag[30] + 11 * flag[31] + 89 * flag[32] + 57 * flag[33] +
100 * flag[34] + 95 * flag[35] == 186050 and 25 * flag[0] + 22 * flag[1] + 54 * flag[2] + 5 * flag[3] + 8 * flag[4] + 3 * flag[5] + 12 * flag[6] + 70 * flag[7] + 25 * flag[8] + 61 *
flag[9] + 68 * flag[10] + 12 * flag[11] + 27 * flag[12] + 42 * flag[13] + 83 * flag[14] + 91 * flag[15] + 67 * flag[16] + 46 * flag[17] + 8 * flag[18] + 45 * flag[19] + 94 * flag[20] +
80 * flag[21] + 69 * flag[22] + 95 * flag[23] + 12 * flag[24] + 21 * flag[25] + 94 * flag[26] + 82 * flag[27] + 93 * flag[28] + 41 * flag[29] + 4 * flag[30] + 56 * flag[31] + 92 *
flag[32] + 77 * flag[33] + 15 * flag[34] + 30 * flag[35] == 154690 and 33 * flag[0] + 49 * flag[1] + 56 * flag[2] + 40 * flag[3] + 90 * flag[4] + 59 * flag[5] + 82 * flag[6] + 6 *
flag[7] + 81 * flag[8] + 32 * flag[9] + 23 * flag[10] + 76 * flag[11] + 93 * flag[12] + 83 * flag[13] + 10 * flag[14] + 44 * flag[15] + 58 * flag[16] + 33 * flag[17] + 79 * flag[18] + 77
*flag[19] + 82 * flag[20] + 56 * flag[21] + 70 * flag[22] + 34 * flag[23] + 45 * flag[24] + 76 * flag[25] + 57 * flag[26] + 43 * flag[27] + 100 * flag[28] + 19 * flag[29] + 11 *
flag[30] + 90 * flag[31] + 3 * flag[32] + 60 * flag[33] + 57 * flag[34] + 23 * flag[35] == 172116 and 65 * flag[0] + 70 * flag[1] + 20 * flag[2] + 32 * flag[3] + 75 * flag[4] + 30 *
flag[5] + 3 * flag[6] + 78 * flag[7] + 35 * flag[8] + 45 * flag[9] + 95 * flag[10] + 93 * flag[11] + 52 * flag[12] + 32 * flag[13] + 88 * flag[14] + 94 * flag[15] + 67 * flag[16] + 34 *
flag[17] + 91 * flag[18] + 88 * flag[19] + 31 * flag[20] + 61 * flag[21] + 17 * flag[22] + 99 * flag[23] + 100 * flag[24] + 49 * flag[25] + 4 * flag[26] + 60 * flag[27] + 81 * flag[28] +
88 * flag[29] + 43 * flag[30] + 34 * flag[31] + 30 * flag[32] + 52 * flag[33] + 18 * flag[34] + 100 * flag[35] == 190544 and 81 * flag[0] + 42 * flag[1] + 28 * flag[2] + 98 * flag[3] +
31 * flag[4] + 46 * flag[5] + 64 * flag[6] + 15 * flag[7] + 49 * flag[8] + 13 * flag[9] + 100 * flag[10] + 81 * flag[11] + 32 * flag[12] + 52 * flag[13] + 59 * flag[14] + 24 * flag[15] +
94 + flag[16] + 32 * flag[17] + 93 * flag[18] + 32 * flag[19] + 13 * flag[20] + 89 * flag[21] + 37 * flag[22] + 30 * flag[23] + 78 * flag[24] + 81 * flag[25] + 9 * flag[26] + 45 *
flag[27] + 93 * flag[28] + 100 * flag[29] + 97 * flag[30] + 10 * flag[31] + 80 * flag[32] + 54 * flag[33] + 88 * flag[34] + 85 * flag[35] == 190323 and 76 * flag[0] + 54 * flag[1] + 5
* flag[2] + 14 * flag[3] + 62 * flag[4] + 44 * flag[5] + 24 * flag[6] + 29 * flag[7] + 85 * flag[8] + 87 * flag[9] + 19 * flag[10] + 3 * flag[11] + 65 * flag[12] + 24 * flag[13] + 92 *
flag[14] + 37 * flag[15] + 57 * flag[16] + 20 * flag[17] + 45 * flag[18] + 5 * flag[19] + 13 * flag[20] + 91 * flag[21] + 92 * flag[22] + 75 * flag[23] + 36 * flag[24] + 79 * flag[25] +
12 * flag[26] + 22 * flag[27] + 75 * flag[28] + 82 * flag[29] + 28 * flag[30] + 82 * flag[31] + 24 * flag[32] + 53 * flag[33] + 56 * flag[34] + 92 * flag[35] == 162017 and 53 *
flag[0] + 52 * flag[1] + 72 * flag[2] + 23 * flag[3] + 26 * flag[4] + 13 * flag[5] + 62 * flag[6] + 96 * flag[7] + 67 * flag[8] + 96 * flag[9] + 66 * flag[10] + 41 * flag[11] + 5 * flag[12]
+ 18 * flag[13] + 37 * flag[14] + 13 * flag[15] + 61 * flag[16] + 71 * flag[17] + 91 * flag[18] + 96 * flag[19] + 56 * flag[20] + 3 * flag[21] + 65 * flag[22] + 14 * flag[23] + 57 *
flag[24] + 69 * flag[25] + 75 * flag[26] + 68 * flag[27] + 10 * flag[28] + 60 * flag[29] + 62 * flag[30] + 95 * flag[31] + 53 * flag[32] + 19 * flag[33] + 7 * flag[34] + 56 * flag[35]
== 165118 and 26 * flag[0] + 7 * flag[1] + 49 * flag[2] + 14 * flag[3] + 36 * flag[4] + 87 * flag[5] + 21 * flaa[6] + 35 * flag[7] + 15 * flag[8] + 91 * flag[9] + 15 * flag[10] + 100 *

4, DR A X EAERRIZEREE — 1 36x36 4k 14 H I2H KL UER NBFlag IRIB B IR R~ %
BN HZ3 5K, T 2RS4 T



import z3

-+

f 2K, 883610 Z3MBRHARRE, &flagh3eh 1

[z3.Int(f'f_{i}') for i in range(36)]

# QI — SRR LA

z3.Solver()

# ——— MAUETIREC REGERE A MARAE b ———

4s,

93,

us,

79,

91,

93,

& 36x36 M RBUHRE

[

[47, 41, 32, 56, 52, 67, 13, 25, 20, 98, 88, 65, 82, 92, 3, 29, 93, 88,
58, 40, 72, 99, 10, 94, 62, 82, 92, 23, u6, 55, 72, u4, 9, 65, u2],

[10, 98, 5, 28, 68, 20, 2, 22, 65, u4, 85, 97, 33, 74, 93, 74, 41, 65, 32,
22, 69, 68, 57, 47, 29, 74, 54, 91, 90, 26, 11, 89, 57, 100, 95],

[25, 22, 54, 5, 8, 3, 12, 70, 25, 61, 68, 12, 27, 42, 83, 91, 67, U6, 8,
o4, 80, 69, 95, 12, 21, 94, 82, 93, ul, 4, 56, 92, 77, 15, 301,

[33, 49, 56, 46, 90, 59, 82, 6, 81, 32, 23, 76, 93, 83, 10, uu4, 58, 33,
77, 82, 56, 70, 34, 45, 76, 57, u3, 100, 19, 11, 90, 3, 60, 57, 23],

[65, 70, 20, 32, 75, 30, 3, 78, 35, 45, 95, 93, 52, 32, 88, 94, 67, 34,
88, 31, 61, 17, 99, 100, 49, 4, 60, 81, 88, u43, 34, 30, 52, 18, 100],

[81, 42, 28, 98, 31, u46, 64, 15, 49, 13, 100, 81, 32, 52, 59, 24, 94, 32,
32, 13, 89, 37, 30, 78, 81, 9, u5, 93, 100, 97, 10, 86, 54, 88, 85],

[76, 54, 5, 14, 62, u4, 24,6 29, 85, 87, 19, 3, 65, 24, 92, 37, 57, 20, u5,

5, 13, 91, 92, 75, 36, 79, 12, 22, 75, 82, 28, 82, 24, 53, 56, 921,

1,
79,
87,
21,
1o,
89,
u2,
36,

ue,

64,

[53, 52, 72, 23, 26, 13, 62, 96, 67, 96, 66, u1, 5, 18, 37, 13, 61, 71,
96, 56, 3, 65, 14, 57, 69, 75, 68, 10, 60, 62, 95, 53, 19, 7, 561,

[26, 7, 49, 14, 36, 87, 21, 35, 15, 91, 15, 100, 8, 32, 100, 35, 66, 3,
96, 82, 95, 68, 13, 86, 51, 24, 76, 30, 60, 29, 70, U0, 90, uu, 3],

[47, 19, 37, 93, 73, 30, u5, u7, 72, 85, 37, 68, 89, 34, 4, 50, 87, 33,
u3, 9, 61, 93, 49, 74, U9, 68, 29, 54, 54, 37, 79, 33, 65, 59, 15],

[79, 73, 60, 62, 25, 16, 77, 81, 79, 31, 82, 84, 62, 36, 18, 20, U6, 57,
ue, 3, 50, 58, 80, 84, 71, 87, 3, 13, 77, 83, 39, 55, 34, ul, 63],

[7, 50, 26, 79, 21, 42, 83, 94, 63, 83, 3, 68, 25, 91, 3, 5, 17, 61, 3,
87, 11, 27, 74, 73, 21, 56, 46, 36, 24, 14, 63, 21, 71, 30, 53],

[57, 51, 49, 15, 94, 3u, 27, 5, 100, 68, 67, 81, 10, 5, 85, 70, 80, 20,
30, 84, 35, 41, 87, 75, 67, 20, 33, 29, 6, 97, 25, 10, 18, 23, 30],

[97, 93, 10, 44, 28, 22, 17, ul, 47, 62, u2, u7, 61, 32, 31, 52, 47, 92,
37, 7, ue, us, ue, 11, 96, 51, 42, 66, 8, 89, 64, 30, 11, 8, 831,

[51, ou, 58, 76, 21, 10, 75, 4, 55, 37, 71, 97, 27, 93, 82, 94, 38, 69,
58, 93, 18, 54, 59, 12, 12, 54, 83, 73, 83, 33, 12, 78, 38, u5, 571,

[78, 29, 8, u7, u8, 88, 18, 88, 50, 58, 36, 88, 9, 74, 85, 5, 91, 58, 85,
89, 76, 61, 6, 61, 78, 4, U8, 50, 69, 23, 70, 23, 15, 22, 681,

[75, 2, 94, 97, 72, 62, 78, 42, 69, 11, 37, 3, 29, 15, 39, 33, 18, 33, 12,
6, 18, 34, 15, 3, 100, 85, 32, 97, 93, 84, 73, 26, 31, 71, 971,



[59, 26, u8, 86, 58, 70, 61, 100, 63, 74, 26, 38, 24, 45, 52, 32, 91, 89,
19, 59, 87, 5, 15, 68, 72, 67, 2, 65, 46, 10, 33, 79, 11, 16, 73, 53],

[6, 66, 59, 76, 86, 20, 59, 3u, 28, u8, 86, 5, 87, 13, 95, 87, 65, 35, 58,
10, 98, 100, 4, 78, 66, 57, 34, 86, 62, 36, 92, 28, 3, 24, u9, 28],

[25, 48, uu4, 16, 99, 100, 69, 26, 65, 32, 18, 65, 58, 72, 61, 56, 10, 78,
93, 98, 39, 43, 87, 12, 42, 100, 100, 47, 31, 51, 75, 10, 63, u48, 22, 871,

[61, 13, 100, 59, 31, 9, 28, 7, 27, 63, 11, 57, 95, 79, 21, 30, 60, 81,
u3, 32, 30, 34, 80, 53, 28, 39, 74, 21, 18, 92, 73, 60, 21, 69, 76, 8ul,

[22, 62, 61, 20, 66, 2, 11, 82, 93, 13, 69, 37, 92, 80, 66, 47, 28, 14,
62, 56, 89, 29, 39, 38, U6, 10, 6, 82, 77, 78, u5, 50, 5, 73, 17, 65],

[5, 84, 83, 77, 76, 60, 20, 48, 53, 14, 98, 50, 37, 15, 31, 69, 55, 37,
64, 35, 26, 20, 18, 67, 50, 57, 60, 71, 4, 35, 23, 52, 11, 15, 83, 51],

[33, 47, 89, 52, 89, 55, 98, 28, U8, 90, 69, 29, 68, 24, 19, 18, uuy, 27,
14, 64, 15, 31, 23, 2, 36, u5, 37, 71, 61, 92, 28, 64, 13, 66, 98, 31,

[80, 88, 68, 66, U6, 75, 32, 19, 36, 83, 63, 86, 79, 30, 61, 50, 100, 52,
66, 30, 20, 97, u5, u6, 38, 21, 32, 79, 68, uU3, 65, u7, 86, 30, 74, 18],

[11, 58, 95, 67, 96, 74, 60, 11, 21, 14, 100, 60, 70, 92, 92, 39, U3, 52,
5, 22, 90, 70, 12, 52, 36, 21, u5, 59, 74, u6, 11, 60, 8, 52, 14, 771,

[57, 37, 9u, 43, 53, 55, 7, 83, 91, 61, 86, 6, uu, 87, 61, 92, 2u, T4,
100, 22, 12, 68, 19, 88, 81, 83, 70, 39, 30, 82, 30, 35, 55, 18, 27, 801,

[80, 14, 5, 89, 71, 82, uu, 8, 33, 26, 77, 49, 36, 90, 73, 71, 66, 4, 37,
78, 38, 18, 15, 79, 6, 74, 18, 85, 56, 53, 90, 75, 52, 2, 13, 5ul,

[96, 29, 37, 70, 92, 80, 24, 36, 32, 29, 78, u5, 58, 55, 16, 92, 71, 82,
86, 23, 4, 58, 16, 18, 38, 53, 82, 76, 83, 73, 87, 36, 61, 85, 61, 69],
[14, 71, 53, 46, 59, 53, 22, 69, 67, u3, 23, 14, 77, 95, 19, 83, 79, ul,
53, 3, 4, 65, 92, 64, 52, 3, 59, 89, 75, 12, u6, 61, 53, 97, u3l,
[57, 99, 49, 100, 68, 99, 26, 65, 47, 65, 90, 68, 84, 4, 9, u3, 88, 33,
us, 88, 37, 31, 21, 94, 22, 93, 70, 14, 13, 28, 83, 12, 80, 58, u3, 971,

[33, 94, 56, 48, 13, uu, 81, u2, 19, 96, 67, 79, 12, 67, 34, 72, u5, u8,
24, 71, 65, 13, 32, 97, u8, 42, 65, 95, 54, 9, 35, 57, 18, 20, 83, 76],

[31, 38, 83, u45, 28, 97, 54, 11, 80, u5, 92, 13, 52, 94, 51, 30, 11, 61,
ue, 10, 28, 72, 20, 95, 90, 39, 32, 95, 19, 3, 65, 71, 73, 80, 23, 71l,

[9, 81, 80, 37, 96, 72, 95, 93, 26, 98, 50, 79, 57, 13, u9, 96, 82, 8u,
89, U0, 38, 66, 81, 81, 79, 77, 86, 68, 26, 37, 15, 56, 13, 17, 50, 371,

[82, 57, 33, 32, 79, 25, 54, 27, 50, 14, 72, 31, 28, 66, 4, 6, us, 34, 63,
51, 12, 21, 73, 66, 53, 38, 54, 59, 76, 63, 61, 30, 84, 80, 98, u6],

[69, 15, 23, 8, 46, 55, 21, 91, 37, 9, 61, 20, 23, 96, 28, 67, 19, 50, 18,
71, 30, 14, 10, 24, 100, 15, 91, 15, 93, 24, U6, 61, 67, 60, 56, 81]
]

12

# b 2 36 MEXMWLER

b =1L
176386, 186050, 154690, 172116, 196544, 190323, 162017, 165118,
153332, 168472, 178706, 143852, 154052, 147899, 176754, 171970,
166497, 173887, 173189, 174138, 157623, 154943, 156078, 156158,
181770, 173577, 180922, 158596, 181072, 163777, 187620, 169266,



162587, 198705, 160349, 148095
]

# IRINLR KA
# 1. FlagJ#fF# 2T FTENIASCITIZAF (JulH 32 %] 126)
for i in range(36):

s.add(f[i] >= 32, f[i] <= 126)

# 2. In36Ei T

for i in range(36):
# z3.Sum FES (A[i][0]*f[0] + A[iI[1]*f[1] + ...)
equation = z3.Sum([A[i]l[j] * f[j] for j in range(36)]1) == b[i]
s.add(equation)

# R RER B

if s.check() == z3.sat:
# SRAUE
m = s.model()
# MR RINF lag B2 CBED
res = [m[f[i]].as_long() for i in range(36)]
# KR R A B A e
flag_str = "".join(map(chr, res))
print(f" g R FIFlag: ")
print(flag_str)

else:

print(" X REEKBIF. ")
5,15 tiflag
flag{PytHOn_R3v3rslNg_und_z3_sO1V3r}

—.,Dont-debug-me

1idaBE NN EPERTR a8 UERT FE2 R ETEIRAE, Ao th— T RE3:1E5E,40
TERIZAIE LS Hflagy75 7%



1A View A (%] =] Fseuuocoue—A [ =} || Hex view—l

1 int _ fastcall main(int argc, const char **argv, const char **envp)

2 {

char oeee[26]; // [rsp+28h] [rbp-78h] BYREF
char o@@[6]; // [rsp+3Ah] [rbp-56h] BYREF
char o@[44]; // [rsp+4@h] [rbp-56h] BYREF
int a; // [rsp+6Ch] [rbp-24h] BYREF

char 0[32]; // [rsp+78h] [rbp-28h] BYREF

main(argc, argv, envp);

Etrcpy(o, "plz_dont_debugme");
if ( IsDebugged() )

{

}

puts("GoOoD boy !!1");

puts("typing 1 give you flag:");

a =8;

scanf("%d", &a);

if (a==1)

{
strcpy(o®, "BaseCTF{Thls_1s_a_fak3_flag}");
puts(o@);
return -1;

else if ( IsDebuggerPresentFlag() )

{
strcpy(086, "laodi");

puts(oee);
return -1;

}

else

ex1t(0);
return ©;

}

else

{

}

strcpy(o@ee, "What are you doing !!1");
puts(oeee);
return -1;



IDA View—A B Pseudocode—A B B
1 void _ _cdecl exlt(char *0)

2 {

3 uint8_t mg[e4]; // [rsp+2@h] [rbp-7@h] BYREF
4  uint8_t key[32]; // [rsp+68h] [rbp-36h] BYREF
S uinté4_t n; // [rsp+88h] [rbp-8h]

6

7 strcpy((char *)key, "plz_dont_debugme");

8 key[17] = @;

9  *(_WORD *)&key[18] = @
16  *(_DWORD *)&key[20@] =
11 *(_QWORD *)&key[24] =
n = 128;

13 strcpy((char *)mg, "BaseCTF{Y@u_r3ally_knew_debugg!!!}");
14 memset(&mg[35], @, 29);

15  s28(mg, ex48u, kesy, ©x8eu);

16 o080h(mg);

e;
e;

® ® & & & 0O 0" 0
=
J

IDA View-A B Pse
1 joid __cdecl o@Oh(uint8_t *mg)
2 {
3 int i; // [rsp+2Ch] [rbp-4h]
4

® 5 printf("BaseCTF{");

o 6 for (1 =0; 1 <= 31; ++1 )

o 7 printf("%x", mg[i]);

® 8 putchar(125);

® 9 putchar(l1e);

® 10 }

2, /8 T RIS 2IflaghVid 12 e A 1oL 3 AT — TasmTiE, X EIM 0 2 B [EFRRV ST BR 12



on || Data | Unexplored External symbol [l Lumina function

X IDA View-A Pseudocode=A @ Hex View-1 Local Types B Imports B Exp
= mov [Fbp+0+I6n], ©
call _Z1eIsDebuggedv ; IsDebugged(void)

2 test eax, eax

3 setnz  al

i test al, al

) jz loc_4020846

3

; v

; rcx, Buffer ; "GoOoD boy !!I™

. puts

. rcx, aTypinglGiveYou ; “"typing 1 give you flag:"

[ puts

E [rbp+a], ©

- rax, [rbp+a]

: rdx, rax

i rcx, ab 5 "%d”

k scanf

3 eax, [rbp+a]

3 eax, 1

1 short loc_402005

s

E v

3

i loc_402005:

; _Z21IsDebuggerPresentFlagyv ; IsDebuggerPresentFlag(void)

| eax, eax

. al

. al, al

3 short loc_4082033

3

i ’ ’ @& ’ @ = '

> |rax, 7B46544365736142h dword ptr [rbp+o@e], 646F616Ch

> |qword ptr [rbp+o@], rax word ptr [rbp+o88+4], 6%h ; 'i'||loc_402033: loc_402046:

—lrax, 5F73315F73316854h rax, [rbp+o@@] lea rax, [rbp+0] mov rax, 6572612074616857h
qword ptr [rbp+08+8], rax rex, rax ; Buffer mov rcx, rax B mov qword ptr [rbp+0666], rax

x |rax, 665F336B61665F61h puts call _Z4exltPc 5 exlt(char *)| |mov rax, 696F6420756F7920h
qword ptr [rbp+o@+18h], rax eax, BFFFFFFFFh mov eax, @ mov qword ptr [rbp+oe@e+8], rax
dword ptr [rbp+o8+18h], 7D676131h short loc_482084 jmp short loc_402084 mov dword ptr [rbp+o888+18h], 2128676Eh
[rbp+oB+1Ch], @ mov word ptr [rbp+o8@@+14h], 2121h
rax, [rbp+o6] mov [rbp+0066+16h], ©
rex, rax ; Buffer lea rax, [rbp+oge0]
puts mov rex, rax ; Buffer
eax, OFFFFFFFFh call puts

100.00% (93,535) (954,312) 00001341 0000000000401F41: main (Synchronized with Hex View-1)

2924, 10:12:17) [MSC V.1938 b4 DIT (AMUGH) |
eam <idapython@googlegroups.com>

3, F— M FIMEOEIZX—1T, T R2IREN < A EA S MARSH T XERB S ATHS
R EEFENERSIRZEE

mov [rbp+0+16h], ©
call _ZleIsDebuggedv ; IsDebugged(void)

y
lea rex, Buffer ; "GoOoD boy !!I"
call puts
lea rcx, aTypinglGiveYou ; “typing 1 give pfu flag:"
call puts
mov [rbp+a], ©
lea rax, [rbp+a]
mov rdx, rax
lea rex, ab 5 "%d"
call scanf
mov eax, [rbp+a]
cmp eax, 1
jnz short loc_4@2005
N
loc_402@05:
_Z21IsDebugge sentFlagv ; IsDebuggerPresentFlag(void)
eax, eax
al
al, al
short loc_402833 \
v v
| rax, 7B46544365736142h dword ptr [rbp+000], 646F616Ch
qword ptr [rbp+o@], rax word ptr [rbp+o@e+4], 6%h ; 'i’ 2033: loc_402046:
rax, 5F73315F73316854h rax, [rbp+oee] ax, [rbp+0] mov rax, 6572612074616857h
x] quord ptr [rbp+od+8], rax rex, rax ; Buffer rex, rax ; mov quword ptr [rbp+o000], rax
rax, 665F336B61665F61h puts call _Z4ex1tPc 5 exlt(char *)| |mov rax, 696F64208756F7920h
gword ptr [rbp+o8+16h], rax eax, OFFFFFFFFh mov eax, 0 mov qword ptr [rbp+o0@8+8], rax
dword ptr [rbp+o8+18h], 7D676131h short loc_402084 jmp short loc_402084 mov dword ptr [rbp+0008+18h], 2120676Eh
[rbp+oe+1Ch], @ mov word ptr [rbp+0o000+14h], 2121h
rax, [rbp+o@] mov [rbp+oeee+16h], ©
rex, rax ; Buffer lea rax, [rbp+oeee]
mav rex rax - Ruffar

rall nite
100.00% (-109,496) (954,718) 0000137D 0000000000401F7D: main+3C (Synchronized with Hex View-1)

4, AR EHNKEX N TUE, B Tjz @ “Zero Flag is Set” V485, ERBREL ZF=18, AT
BREL PR AT IR 128090, (8 H 73 S BkA% El B scanfAyiXiz,



Luval LYyHTa

5 x| @ General registers 8 deREferencing — Registers

RAX 6020000000000000 o) OF ©

RBX ©000000000000008 o/ DF ©

RCX ©0000000007085F 70 ¢l debuge23:ee¢ | [|IF 1

RDX 0000000000010000 ¢l debugeol : 06 ;E g

RSI ©000000000000037 ol ZFE 1

RDI ©00000000RAE1630 ¢l debugh29:00( |ar g

RBP 00000PRPeR61FESe gl Stack[@0e03l |pF 1

CF ©

& Modules O &7 x

Path Base Size
5,f81E R FixX B RL ] LIS Hiflaghtil
1©0e0840208C setnz al
'10000040200F test al, al
100000402011 jz short loc_462033
§ ® [ ® &
dword ptr [rbp+c@@], .text:0000000008402033 .text:¢
word ptr [rbp+o8@+4], 69h ; 'i'||.text:0000000000402033 loc_402033: ctext:d
rax, [rbp+o@8] .text:o0000000008402033 lea rax, [rbp+0] .text ¢
rcx, rax ; Buffer .text:0000008000402037 mov rcx, rax ;3 0 Jtext:¢
puts .text:0000000800040203A call _Z4ex1tPc ; exlt(char *)||.text:¢
eax, @FFFFFFFFh .text:000000800040203F mov eax, © .text:¢
short loc_402084 .text:000000080008402044 jmp short loc_4@2034 .text:¢

C:\Users\zhang\Desktop\Dont X + v

GoOoD boy !!!

typing 1 give you flag:
! 12
BaseCTF{8ea2710a717f89d83af695d312fe3b625df14ab6babb3a7uel5edle2d35cbl0}

"E (Svnchro

=, ezAndroid

1,apkMiF A SR L EW M, M EjadxBEE— T, EHmainactive K 31, Kl Ebase64AG X IAAT —
b SR 38 1R BB 2 B R 2 W MM 250, B H 1 8apk B M so G S B I iR E H SR iida, R TRk 2 15
BEREH



© ezAndroid.apk - Bandizip (Professional)
ME(E) fREEE) B0 EmQ) WEN) TEO  #EEH)

X {EmBandizipfTFFZIPSI{413?

B B B
R iR

Ely=

[ ezAndroid.apk HiR a
v~ assets ..

" dexopt [ libhello.so
> kotlin
v lib

_ armb64-v8a

__ armeabi-v7a

al x36

~ x86 64
> . META-INF
> . res

[E4afE A RN 22

196,052 196,052 SO 34

= TH e 844, Xk O, [RAESCIEAYN: 4.95 MB



struction Data [l Unexplored External symbol [l Lumina function
O& x = IDA View—A 8 = Pseudocode—A <] = Strings 8 @l Hex View-1 x| ol Local Types
Seq 1 int _ cdecl Java_com_example_hello_MainActivity_Base64encode(int al, int a2, int a3)
2{
:: 3 int v3; // ebp
T tes 4  int v4; // edi
tes 5 _BYTE *ptr; // esi
tes 6 unsigned int v6; // ecx
tes 7 char *v7; // edx
ter 8 char v8; // al
:: 9 int ve; // edi
tor 1e signed int size; // [esp+4h] [ebp-18h]
ter 11
tes e 12 \/3 = al,
tes e 13 = (*(int (__cdecl **)(int, int))(*(_DWORD *)al + 684))(al, 23);
B . tes e 14 ( (int (__cdecl **)(int, int, _DWORD))(*(_DWORD *)v3 + 736))(v3, a3, €);
tex ® 15 ptr‘ = (_BYTE *)operator new[](size);
:2; © 16 if ( size > @)
ter 17 {
tes e 18 v6 = 8;
tes e 19 if ( size !=1)
. tes 20 {
- ter ® 21 vE = 8;
) . tex 22 do
o s g
te | ® 24 = (char *)&off_3071@ - 3 * ((v6 / 3) & @xFFFFFFFC) - 21428;
tes ® 25 v8 = *(_BYTE *)(v4 + v6) ~ v7[v6];
t) .ter | ® 26 LOBYTE(v7) = v7[v6 + 1];
ter ® 27 ptr[ve] =
ter e 28 ptr[ve + 1] = *(_BYTE *)(v4 + v6 + 1) ~ (unsigned __int8)v7;
o eas V6 += 2;
:te 30 i
tes e 31 while ( (size & @xFFFFFFFE) != v& );
te 32
. tex e 33 v3 = al;
ko ® 34 if ( (size & 1) !l=@)
® 35 ptr[ve] = *(_BYTE *)(v4 + vé) ~ byte_697@[v6 - 3 * ((v6 / 3) & @xFFFFFFFC)];
iivity Bas 36}
EI ® 37 (*(void (__cdecl **)(int, int, int, int))(*(_DWORD *)v3 + 768))(v3, a3, v4, 2);
® 38 v9 = (*(int (__cdecl **)(int, signed int))(*(_DWORD *)v3 + 704))(v3, size);
- ® 39 (*(void (__cdecl **)(int, int, _DWORD, signed int, _BYTE *))(*(_DWORD *)v3 + 832))(v3, v9, 8, size, ptr);
® 46  operator delete[](ptr);
e 41 return v9;
® 42}

00011038 Java_com example hello MainActivity Base64encode:35 (11038)

JEERDESE idaP AR, FREER Z A NapkXfF, & M flag X HFETEEH



o ezAndroid.apk - Bandizip (Professional)
XHHE) fRE(E) B0 EImQ) MEV) TEO )

X B mBandiziptIFFZIPS{4IZ?

0-B-0O D B
17 HRE T =0 HHlER

hE

[ ezAndroid.apk LR - EaER A/ EA E
v assets Nam_

- dexopt __dexopt
> & kotlin [ flag 47 45
v __lib

~ armb64-v8a

~ armeabi-v7a

~ x86

T x86 64
> META-INF
> dres

e T it 844, T 0, EEESI4AN: 4.95 MB
3, EEFEEH TR

JUONTTU IFE,'STHING "abb4aares4b |/ /U, "STandard’, Talse)sUnput=1 ICRUSAGIB4BUFMAA TBAVKKBB | 1WGILUJAVUFDLQVSAKGAVUBABVAABIWAU 120

a A" W)W v g ot
Last build: 2 years ago - Version 10 is here! Read about the new features here Options * Helpo
Recipe N W} Input + 03§ =
. on [#oc1Q" s son ke SwurenxPWV Isonser 1V en stxWVRO g enaRstxHiu ce 51 wutenaPrutac\nul SVN File details
Key Scheme
a6badafe3sl UTF8 Standard
D Null preserving )
Name:  flag
Size: 45 bytes
Type: unknown
mc 45 = 1 ' ' g

1:1- Ra:.l-l;);tes “LF
Output B rD 1 L2

‘BasecTF{ZSelbeb—SaBe—4‘F7d-SEfd -3991dfb28453}

s (IECHEED 9.
M, HEA R



j,]‘j&die%ﬁi)"&%netﬂéﬁﬁ,% Hdnspy$T 7,

Detect It Easy v3.10 [Windows 10 Version 2009] (x86_64)

X#5
> | |C\Users\zhang\Desktop\crazy-nonsense\crazy-nonsense.exe

paisasidl LR
PE32 v 13.00 KiB

EEE] FHF =
B3l = LE 32 fir

¥ PE32

Operation system: Windows(95)[1386, 32 fir, GUI]
Linker: Microsoft Linker
Language: C#
Library: NET Framework(v4.7.2, CLR v4.0.30319)
Tool: Visual Studio

v i EE[288c]: Binary

Debug data: PDB 7.0 file link

oS VIEREE VI EEDE VI EARSEE V] R

B3 BH& B2

90 ZFk

— [m]
BT
270
GUI
S ?
S ?
S ?
S ?
S ?
S ?
e
BT
*F
=
B

2, FRE&EEdnspy, ik EImainK £k



100% ~

3B enF

# —x— coding: utf-8 —-*-
Reverse-engineer the encoded title from crazy_nonsense.MainWindow
Recovered flag: BaseCTF{yOu_KnOw_UTF16_6uT_U_r_n0t_Cr@zym@n}

import itertools

# WHAHET bytel] title

title_bytes = [
250, 81, 152, 152, 186, 78, 2u2, 93,
175, 117, 27, 103, 1o, 84, 229, 119

# XUFRRAERETFESE T R
sentences = [

"RELARIESAEFE? @ @ @ RERC LS T AFERNS @ @ @R OLFEMME S ILNE —FF
ATEOORENELRT TEMNA® @ @ KU AARMWLACHRENTI—FHAT@e ",

"I AR A SEE R IR AT E LR PN A, mIHLE T VR E R ARB LR — N, A
EWMHANARR? 23R B, «FROFIEHE— 1 YKengwang . ?FEIFLEFRUE, ORMZARHUCERR . ?",



"R GHIED  (HEEMIRAT) B (AREHIESD  GE)  GRZIMIED  GEZE) (M
WD GFEsD  (AZRMEHD €1 (%) GELFE HErTE) (A REEE ",

"HLERIC IR ? ER T " % 6,

“HIH AR PIRGN A2 R A2 AT HEEE R R R BRI R kB I
MG HR, XREEERREES! SRR ZRWM KR! PUSiEm ! BEMEd ! TEE
Wi st
]

# PHEPTHA R

source_text = "".join(sentences)
source_bytes = list(source_text.encode("utf-16-1e")) # Unicode % UTF-16 LE

def encrypt(input_text):
m B E RS R Encoding.Unicode + mod + SER ARt
output = []
for i, ch in enumerate(input_text):
v = (ord(ch) * ord(ch)) % 0x10000
# 5 source MIZE i ANFIH R JRMA C# B2 UTF-16 Zwid, Kk
source_bytes[i])
v "= source_bytes[i]
output.append(v)
return output

def decrypt(target):
result_chars = []
for i, val in enumerate(target):
src = source_bytes[i]
found = None
# BN ASCIT JElH
for c in range(32, 127):
if ((c * c) % 6x10000) " src == val:
found = chr(c)
break
if found is None:
raise ValueError(f"ikfitiss {i} ")
result_chars.append(found)
return "".join(result_chars)



if __pame__ == "__main__":
flag = decrypt(title_bytes)
print("Recovered flag:", flag)

# SouE. EHTINES S N5 R B E — B
assert encrypt(flag) == title_bytes
print("Verification passed ")

4 ,ezbase

1,idad #T/E K IARA EImain i #, TR AMIABEE—T 227 XIRIER

Library functlon M Regular function Ml Instruction Data Unesplored External symbol Ml Lumina function

Debug View B @

= 1DA View-RIP ] Pseudocode-4 8 = Pseudocode-B o @ Pseudocode—C [x]
® 20 strepy(

21 ABCDEFGHI]KLMNOPQRSTU\/LJXVZabcdnghljKlmnopqrstuv‘\'xy ©123456789_,

22 "ABCDEFGHIJKLMNOPQRSTUVWXYZabcdefghij klmncpqrstuvwxy28123456789+/ B

® 23 v6 = 8;

® 24 memset(buf_, @, @x2Eu);

® 25 n4s = ©;

® 26 vI[e] = 1;

e 27 v9[1] = 2;

e 28 v9[2] = 3;

® 29 vI[3] = 4;

© 30 memset(&vo[4], @, sizeof(_DWORD));

® 31 sub_14@0111AE("Please input your flag:");

® 32

® 33 while ( buf_[n45] )

e 34 ++n45;

® 35 if ( n45 != 45 )

36

® 37 sub_1400111AE( "Something was wrong!");

® 338 exit(e);

39

® 40

® 41 v6 = sub_14001115E((__ inte4)buf , (__ int64)ABCDEFGHIJKLMNOPQRSTUVWXYZabcdefghijklmnopqrstuvwxyz€123456789_, n45, v9);

® 42 if ( (unsigned int)sub_140011869(v6) )

e 43 sub_1400111AE( "Congratulation,You get the flag success!!!");

44 else

® 45 sub_1408111AE( "Oh, no~vwammnnn™) 5

© 46 sub_140011325(v3, &unk_14001BB3@);

® 47 return ©;

® 48 }

0000147D sub_140011F60:40 (14001207D)

[ Hex View1 o & x|
©000ee01400113B0@ ©© E9 EA 2A ©0 00 E9 43 4E 00 00 E9 10 38 00 @0 00:0000 00000000
©o00eee1400113C6 E9 4B 34 00 08 E9 D6 29 ©© 00 E9 EF 4E 60 09 E9 l 01:0008 ©0000EBLBE
©0000001400113D6 3C 4E 00 ©0 E9 D7 23 @@ ©0 ES 62 2A €0 60 ES 77 ©02:0010 ©0GOLELOE
90060001400113E6  4F 08 00 E9 43 @D 00 89 E9 49 4F @@ 00 [E9 FE oF |l 93:0818 ©0EPPE0RE

2, % 2base64 [BRRMIZHIZ T FROTIRRAIRL,



] IDA View-RIP i Pseudocode—A [x] Pseudocode-B
1 DWORD _ fastcall sub_140011CCO(__int64 ABCDEFGHIJKLMNOPQRSTUVWXYZabcdefghijklmnopgrstuvwxyz@123456789)
2 {
DWORD result; // eax
int ni6; // [rsp+24h] [rbp+4h]

3
4
5
® 6 result = sub_140011389(byte_140023015);
7 for ( nle = B; nlé < 16; ++nl6 )

8

9

sub_14801119A(

16 4 * nlé + ABCDEFGHIJKLMNOPQRSTUVWXYZabcdefghijklmnopgrstuvwxyzel123456789,
11 4 * nl6 + 2 + ABCDEFGHIJKLMNOPQRSTUVWXYZabcdefghijklmnopgrstuvwxyz@123456789);
° 12 sub_14001119A(
13 4 * nl6 + 1 + ABCDEFGHIJKLMNOPQRSTUVWXYZabcdefghijklmnopqrstuvwxyz@123456789,
14 4 * nl6 + 3 + ABCDEFGHIJKLMNOPQRSTUVWXYZabcdefghijklmnopgrstuvwxyz@123456789);
® 15 result = nl6 + 1;
16 }
® 17 return result;
e 18}

3, H It SRR B O R

CDABGHEFKLIJOPMNSTQRWXUVabYZefcdijghmnklqropuvstyzwx23016745+/89

4, shift+f123 2 B AréRI3F T 88

TgK1YUSaQryEMHaLMnWhYU+Fe@WPenghRXahfkV6WE2fa3iRW197Za62eEaD

5 R A AN T

def decrypt(ciphertext, modified_table, key):
# MEBUCRNRLIS (FR>RID
table_index = {char: idx for idx, char in enumerate(modified_table)}
cipher_len = len(ciphertext)
plaintext = []

# U —HAE R3O
for i in range(®, cipher_len, 4):
# DCHATA U TR (BRERASBRFD
group = ciphertext[i:i+u]
if len(group) < 4:
break # ZESATEEMA GHEAZHID

# 1. BRUEREG » 2. WExXINkeyf » 3. tHeufdR|FEim64 4% 5|
indices = []
for j in range(d):

c = group[j]
m = table_index[c] # k&%
k = key[j % 4] # Ja¥Hikey

original_idx = (m - k) % 64 # JflA6fiHZ 5
indices.append(original_idx)



# UGN A I U BEEL (377D
combined = (indices[0] << 18) | (indices[1] << 12) | (indices[2] << 6)
| indices[3]

# Rr2uf N30T (BAL/ )
bytel = (combined >> 16) & OxFF
byte2 = (combined >> 8) & OxFF
byte3 = combined & OxFF

# SNBSS T, WEASH)
plaintext.append(chr(bytel))
plaintext.append(chr(byte2))
plaintext.append(chr(byte3))

# PHEIFEMT RIS G H ZRFlagk )
return ''.join(plaintext)[:u5]

# O

modified_table =
"CDABGHEFKLIJOPMNSTQRWXUVabYZefcdijghmnklqropuvstyzwx23016745+/89"

key = [1, 2, 3, 4]

ciphertext = "TgK1lYUSaQryEMHaLMnWhYU+Fe@WPenghRXahfkV6WE2fa3iRW197Za62eEaD"

#
flag = decrypt(ciphertext, modified_table, key)
print("AE4EE: ", flag)

75,UPX PRO



1,87 BRHBRTAY

Detect It Easy v3.10 [Windows 10 Version 2009] (x86_64)

X4

‘ > I |C:\Users\zhang\Desktop\UPX PRO\UPX PRO

| UfFRE SCAFR AN

‘ ELF64 A I ‘ 10.04 KiB I

E=E FHF [ES:0

‘Q?‘éﬁ v|| LE ]‘ 64 fif

¥ ELF64
Operation system: Unix(0)[AMD64, 64 fif, DYN]
Packer: UPX(4.01)[NRV,best]
v [ff7m: Binary
FAE: AR EN

2, ENM01hER X BN ESEWN AN REIRENLE T 54
FEU I F4BNRIRR S



4 010 Editor - C:\Users\zhang\Desktop\UPX PRO\UPX PRO

MEE mEE BEEQ WEN BXOQ BARD #wRO BEfLO mWEERE IED HOWNV
D D B '% D ) D ) | [Hex

AT UPX PRO j_::';ﬁjj (Ctrl+Shift+S)

27D0h 47 80 04 27 13 00 F6 15 40 BF 9F 03 FF BO A1 E4 Gﬁ.'..éi@gV.Y°ié
27EO0h E4 C8 44 8F 11 3F 42 (9 09 87 57 47 7F 6A 00 00 &ED..?BE.iWG.j..

27F0Oh 00 00 00 00 09 00 FF 00 00 00 00 55 50 58 21 00 ...... y....UPX!.
2800h 00 00 00 00 55 50 58 21 OE 16 02 08 13 92 B7 77 ....UPX!..... "W
2810h 9E 90 43 46 A8 21 00 00 71 OE 00 00 08 52 00 00 Z7.CF"!..qg....R..
2820h 00 00 00 73 4F 00 00 00 ...s0...

C:\Users\zhang>upx -d "C:\Users\zhang\Desktop\UPX PRO\UPX PRO"

File size Ratio Format
21000 <- 10280 48.95% linux/amdéu UPX PRO

! Unpacked 1 file.

C:\Users\zhang>|

3,idaft&EHencode



Data [ Unexplored External symbol ]l Lumina function
IDA View—A 8 Pseudocode—4
42
43 else
44
® 45 puts("What is the key for unpacking:");
® 46 __iso0c99_scanf("%12s", crypt);
® 47 encrypt = enc_obsfucate(crypt);
® 48 if ( !stremp((const char *)encrypt, rright) )
49
® 59 puts(“"Unpacking successfull!ll");
® 51 puts(“"then, plz input your flag:");
® 52 _is0c99_scanf(" %4@s", BUU);
® 53 if ( strlen(BUU) == 40 )
54
® 55 k_len = strlen((const char *)crypt);
® 56 Len_D = strlen(BUU);
® 57 ci((unsigned _ int8 *)BUU, Len_D, crypt, k_len);
® 58 for (1 =8; ; ++i )
59 {
® 60 i1 =1i;
® 61 if (i_1 >= strlen(BUU) )
® 62 break;
® 63 if ( nss_array[i] != BUU[i] )
64
® 65 puts(“Practice again!!!");
® 66 flag = @;
® 67 return -1;
68 3
69 }
® 70 if ( flag ==
® 71 printf("GOOD!");
72
73 else
74
® 75 puts(“flag length wrong!!!!!")
76
77 }
78 else
79
® 80 puts(“cai-jiu-duo-lian!!!™);
81
® 32 free(encrypt);
83
® 84  return ©;
® 85}

00001897 main:57 (1897)

Hex View-1

L]

Local Types




Tmp

‘7" IDA View-A [x] = Pseudocode—A [ x] @ Hex View—1 (%] @ Local Types
amé ; ?nsigned _ int8 *__cdecl enc_obsfucate(unsigned __ int8 *obf_input)
Eit 3 unsigned int curr; // [rsp+14h] [rbp-4Ch]
1t 4 unsigned _ int8 *end_ptr; // [rsp+18h] [rbp-48h]
1t 5 unsigned _ int8 *obf_output; // [rsp+26h] [rbp-46h]
1t 6 size_t ret_len; // [rsp+28h] [rbp-38h]
1t 7 size_t obf_len; // [rsp+38h] [rbp-3@h]
1t 8 unsigned __int8 rem; // [rsp+3Fh] [rbp-21h]
i: 9 size_t i; // [rsp+4eh] [rbp-26h]
1t 10  unsigned __int8 *tmp_ptr; // [rsp+48h] [rbp-18h]
It 11 unsigned __int8 *ret_ptr; // [rsp+56h] [rbp-18h]
1t.d 12 unsigned _ int8 *interm; // [rsp+58h] [rbp-8h]
:xt 13
:xt | @ 14 obf_len = strlen((const char *)obf_input);
=t | g 15 pet_len = 3 % ((obf_len >> 1) + 1);
fit ® 16 obf_output = (unsigned _ int8 *)malloc(ret_len + obf_len);
5xt| ® 17 ret_ptr = &obf_output[ret_len];
ext | ® 18 end_ptr = &obf_output[ret_len - 1 + obf_len];
ext | ® 19 interm = &obf_output[ret_len];
ext | ® 20 memcpy(8&obf_output[ret_len], obf_input, obf_len);
ini | ® 21 while ( end_ptr »>= interm )
tern 22
:er“ ® 23 if ( *interm )
ern
tern 24 {
tern ® 25 rem = 0;
tern ® 26 for ( tmp_ptr = interm; end_ptr >= tmp_ptr; ++tmp_ptr )
tern 27
tern o 23 curr = rem << 8;
tt;’;:’ ® 29 rem = *tmp_ptr - 58 * ((*tmp_ptr + curr) / @x3A);
terr] ® 39 *tmp_ptr = (*tmp_ptr + curr) / Ox3A;
tern 31
® 32 ¥--ret_ptr = map58_@[rem]; // "ABCDEFGHIKLMNPQRSTUVWXYZ123456789abcdefghijkmnopqrstuvwxyz"

33 }

34 else

35 {

® 36 ++interm;

37 }

38}

32 for (i =@; i < &obf_output[ret_len] - ret_ptr; ++i )
40 obf_output[i] = ret_ptr[i];

obf_output[i] = @;

return obf_output;

eeecee
B

w N =
—

000011B9 enc obsfucate:1 (11B9)

4 1RG5 R =R
Recipe a ) i Input

BQ3SDnTj7vaKkMvu
From Base58 Q n e J f
Alphabet
ABCDEFGHJIKLMNPQRS.. Remove non-alphabet chars
ec 17 = 1
Output

B2a@s2e40815




5, BH AR, R ML B oA T Brca INEE

(=]} 1DA View A 8 = rseuaocoae—A [ %] @ Hex View—1 (%] L) Local lypes B lmpor
1fint _ cdecl c4(unsigned _ int8 *Data, unsigned _ int64 Len_D, unsigned _ int8 *p_crypt, unsigned _ int64 Len_k1)
2{

3 unsigned __int8 s[139]; // [rsp+28h] [rbp-Aeh] BYREF
4 unsigned _ int8 tmp; // [rsp+ABh] [rbp-15h]

5 int t; // [rsp+ACh] [rbp-14h]

6 unsigned __int64 k; // [rsp+Beh] [rbp-16h]

7 int j; // [rsp+B8h] [rbp-8h]

8 inmt i; // [rsp+BCh] [rbp-4h]

9

® 10 init(s, p_crypt, Len_k1);

11 1 =8;

12 j=2@0;

®13 t =0;

® 14 for ( k = @; k < Len_D; ++k )

15 {

e 16 i=(i+1) % 128;

® 17 Jo= (7 + s[i]) % 128;

e 18 tmp = s[i];

o195  s[i] = s[il;

® 20 s[3]1 = tmp;

e 21 t = (s[i] + s[7]) & ex7F;

e 22 Data[k] "= s[t];

23

e 24 return 9;

® 25}

IDA View-A B Pseudocode—A B @ Hex View-1 B I
1 int __cdecl init(unsigned __int8 *s, unsigned __int8 *p_crypt, unsigned __int64 Len_k2)
2A
3  char k[135]; // [rsp+18h] [rbp-98h] BYREF
4 unsigned __int8 tmp; // [rsp+2Fh] [rbp-9h]

5 int j; // [rsp+Aeh] [rbp-8h]
6 int i; // [rsp+Ad4h] [rbp-4h]
7

e B j = 8;

® S memset(k, @, 128);

® 18 tmp = 0;

11 Ffor (1 =8; i <= 127; ++i )

12 {

e 13 s[i] = 1;
® 14 k[i] = k[1 % Len_k2];
15}

®16 for (1 =8; 1 <= 127; ++i )
17 |

e 18 o= (k[1] + ] + s[i]) % 128;
® 19 tmp = s[i];
® 20 s[i] = s[0L
® 21 s[3] = tmp;
22}
e 23 return 8;
® 24}

6, iR AU T

#!/usr/bin/env python3

# coding: utf-8

# solve_flag.py

# HR4EE H AL BUU (Flag)

# 7R init ER#eb k[il = k[i % Len_k2] WISZHLA bug (k 204 @) , ARG HAIIT

NSEDL

def u6lU_to_le_bytes(x):

# 1€ eu-bit WEIFA 8 MNmFT (IRALERD




return [(x >> (8*1i)) & OxFF for i in range(8)]

def build_nss_array():

vals = [
Ox364A65466C271216,
0x2447243568082139,
0x29323COF5A1A7D60O,
Ox4D647C3CU5531544
0x74152339130F7024

]

b =[]

for v in vals:

b.extend(u6l_to_le_bytes(v))
# NEEZHT 40 bytes (5%x8=U0)
return bytes(b[:40])

def init_s_with_bug(len_k2):
# %EBH init SCHl (BE bug) : k 4% memset N 0, ZJ5 k[i] = k[i % Len_k2]
(5240)

s = list(range(128))

# k viaatkh 128 4~ 0 (RS EAES H—F0
k = [0] * 128

j=0

for i in range(128):
j = (k[il + j + s[il) % 128
s[il, s[jl = s[j1, slil

return s

def rcid_prga_bytes(s, length):
# 45 length 4~ keystream 777, %M H PRGA (128 ##)
s =s[:1 # #U

0

j=0

out = []

in range(length):

(4 +1) % 128

(j + s[il) % 128
s[il, s[j]l = s[jl, slil
t = (s[i] + s[j1) & ox7F
out.append(s[t])

return bytes(out)

[N
1

. R ox
11

def cu_xor(data_bytes, key_bytes_len):
# S5UH cd XfRi: init ] p_crypt 1 Len_k2, {HA bug Skbs b5 p_crypt L%
s = init_s_with_bug(key_bytes_1len)
ks = rcl_prga_bytes(s, len(data_bytes))



# Datal[k] "= ks[k]
return bytes([data_bytes[i] * ks[i] for i in range(len(data_bytes))])

def main():
nss = build_nss_array()
print("nss_array (hex):", nss.hex())

# WHT Len_k2 N crypt MKJE, {2 init A bug, SPEAEN s (J9RH len ¥
PAVCAEZE4%)

# X ERAIBEER—ANERKE, Fla len("B2a0s2e40815") = 12 KA init 30
(HEPrERTIO

len_k2 = len("B2a0s2el40815")

# 4 keystream (KJE 00)
s_init = init_s_with_bug(len_k2)
keystream = rci_prga_bytes(s_init, 40)

# @ HZRAS cu(Data,Len_D,crypt,k_len) 2 J5 Data == nss_array
# B Ji4s BUU ™ keystream = nss_array —> Ji4fi BUU = nss_array “ Keystream
BUU = bytes([nss[i] " keystream[i] for i in range(u0)])
try:
flag_str = BUU.decode('utf-8')
except UnicodeDecodeError:
# EARAE UTF-8, #@ElLl latin-1 B/R7d CAL@HZA ASCIID)
flag_str = BUU.decode('latin-1"')

print("Recovered BUU (raw bytes):", BUU)
print("Recovered BUU (as string):")
print(flag_str)

# JiE: X BUU FHEAT—IK cd NAFF| nss_array
verified = ctd_xor(BUU, len_k2)

print("Verification equals nss_array:", verified == nss)
if verified == nss:

print("Verified OK.")
else:

print("Verification failed! (unexpected)")

if __name__ == "__main__":
main()

7 flagh

BaseCTF{Rcl_1$_@_GOod_3nCrypt!on_MethOd}



+,UPX PROMAX

1,87 BRAEER

Detect It Easy v3.10 [Windows 10 Version 2009] (x86_64) - m]

=
> | |C\Users\zhang\Desktop\UPX PRO MAX\UPX PRO MAX.exe

R / N
M fFER AR e
PE64 7 52.40 KiB

Hi FHF L Befy Eviil
=k v LE 64 i AMD64 =il G

v PE64
Operation system: Windows(Server 2003)[AMD64, 64 fi, =i 5] S
Linker: GNU Linker Id (GNU Binutils)(2.30)[#Z#] & 64,console] S
Compiler: MinGW S
Language: C/C++ S
(Heur)Protection: Generic[Strange sections] S
Packer: UPX(3.91+)[modified] S
(Heur)Packer: Packer detected[EntryPoint + Imports like UPX (v3.91+) + Section names repeati... S
> [fim: Binary
A AN s 7

[ESTREEN IS RGN IREN RN )

b
P17
%% |vaAEs v RESRE VI BRXEE Ve 2T

ESE
B B a3 > 155 Z% B

2,101 P EEIREAL, RIMEWR T, F 2 FBx64dbgHITHH

=3



% UPX PRO MAX.exe - PID: 8120 - #8th: ntdildll - 52 4842 37236 - x64dbg O
XEE  WEN)  AEED BERN) RSP WESE() BEIRO)  #EIH)  Aug 19 2025 (TitanEngine)
= < i ) | 1
CDE =l Y e taall &S # e # A L E $ezEno
& cru L4 Al &2 ® HA = AEGR ) AEHEE s sEE o BE @ FE O ERE Ell=] w %R i an i BE
—):- 00007FF92087F SFE ~EE 00 Jmp ntd11.7FFI29E7F600 P
« |[00007FF92087F600 48:83c4 38 add rsp,38 =
« |[00007FF92087F604 a3 ret RAX _ 0000000000000000
* ||00007FF929B7F605 cC int3 RBX  00007FF9298FB148 "LdrpInitia
¢ [|00007FF929B7F606 cc int3 RCX  00007FF9298C2094 ntd11.000071
« |[00007FF92087F607 cc int3 RDX  0000000000000000
« |[00007FF92087F608 cc int3 RBP 8888888888820228 Ry
. 7 7| i RSP F L
b e pos inc3 RST  00007FF020808488  “minkernel\
4 I ! 0000000000226000
« |[00007FF92987F608 cc int3 RDT
« ||00007FF92087F60C 48:83cC 28 sub rsp,28 " .
« ||00007FF929B7F610 6548:880C25 6000000( mov rcx,qword ptr [§]: [60] rcx: ZwQueryInformationThread+14 :g 88888828888%5333 SRR
« |00007FF92987F619 33p2 xor edx,edx R10  0000000000000000
« |[00007FF92987F618 41:B8 20160100 mov r8d,11620 r8d: &"Hh\n€ | 5" R1l  0000000000000246 Lg
« ||00007FF929B7F621 48:8849 30 mov rcx,qword ptr ds: [rcx+30] rcx: ZwQueryInformationThread+14 R12 0000000000000001
« ||00007FF92987F625 E8 AGCBEFFF call <ntd11.Rt1ATlocateHeap> R13  0000000000000000 o
« [|00007FF92987F624 48:8905 57F20A00 mov qword ptr ds:[7FF929C2E888 1, rax Rg 8888388888828%8 e
« |[00007FF92087F631 48:85C0 test rax,rax 2
———e ||00007FF92087F634 v 74 1A je ntd11.7FF92987F650
I« |[o0007FF92067F636 3302 xor adx, edx RIP - 00007FFO2987F5FE EElL0e00]
! « ||00007FF92087F638 41:B8 20160100 mov r8d,11620 r8d: &"Hh\n€ | 5" RFLAGS  0000000000000246
I « ||00007FF929B7F63E 48:8BC8 MoV rcx,rax rcx: ZwQueryInformationThread+14 zF 1 pF1 AF O
! « |[00007FF92087F641 E8 EA290500 calll <ntd11.memset> OF 0 SF O DF O
| « ||00007FF92087F646 C705 90470800 32000 mov dword ptr ds: [7FF929C33DE0 7,32 32:2 CFO0 TFO IF 1
=00 || ST AETE AetEEl & addEspERE LastError 00000002 (ERROR_FILE_NOT_FOI
: 8888*2335‘;222 Eg :‘:'é} LastStatus C0000034 (STATUS_OBIECT_NAMI
« ||00007FF92987F656 cc int3 —
« |[00007FF92087F657 cc int3 . 5
« |[00007FF92987F658 cc int3 Bik (x64 fasteall) ~ > Oms
* ||00007FF92987F659 cc int3 1: rcx 00007FF9298C2094 ntd11.00007EF92
O | (BuEipfEEA R e ints 2: rdx_0000000000000000 000000000000000
- 3: r8 000000000061F538 000000000061F538
4: r9 0000000000000000 0000000000000000
ntd11.00007FF92987F600 5: [rsp+28] 0000000000000040 0000000000
. text: 00007FF929B7FSFE ntd11.d11: S11IFSFE #11FSFE
- s | O ANAEANANSIEEOE 0000000000226000
WA WAt WAE3 WhAr:s WAarE: B Un1 - RHZE S AN 000000000061F548 | 00007FF929858D41 | j=[@F ntdl11.Rt1QueryElevatiol
bt i e 000000000061F550 | 0000000000000000
00007FF020A61000 | €C CC CC CC| CC CC cC CC| 48 89 5C 24] 08 48 80 6C | ITIIIITIA.NG. 1.1 I DRI | S || Ui
00007FF929A61010 | 24 10 48 89|74 24 18 5741 56 41 57|48 83 EC 20| 5.H.tS.WAVAWH.3 o | TG
00007FF929A61020 | 65 48 88 04|25 60 00 00[ 00 49 88 FO|44 OF B7 O1| eH..% ...I.8D.-. 000000000061r270 | 0000000000226000
BIBTAFTPRRAIED) || €€ (3 (L G =0 93 02 dg (13 70 30 44163 @F B3 ()| Lol EHtillemiitai, 000000000061F578 |[F00007FFO29B10843 | EEF| ntd11. EtwEventwri teNoR:
00007FF929A61040 | BL 01 00 33|DB 48 86 F8[48 85 CO 75|09 88 1E BB| x..30H.oH.Au...» Uioconsosoce ach Ilccoo.ceszorerTonl IFco M e e o
00007FF929A61050 | 17 00 00 cO|EB 45 C6 06| 01 48 8B CF|45 OF B7 06| ... AEEA£..H.IE.-. 000000000061F588 || 00007FF9298D8488 ntd11.RtINTd]1Name: 3648
00007FF929A61060 | 49 88 56 08| E8 D7 62 16[ 00 48 8B C5/B2 OL DL ED| I.V.&xb..H.A®.f{ it ||| e || el e T e
00007FF929A61070 | 48 88 CF 48/ D1 E8 FF C5| 66 C7 04 47|2E 00 66 89| H.IHNeyAfC.G..f. 000000000061F598 || 0000000000226000 ’
00007FF929A61080 | 1c 6F E8 DY|15 00 00 84|cO 4C 88 C7|49 88 CF OF | .02U....AL.CT.T. e ||| e || m. Frs
00007FF929A61090 | 94 €2 88 16|33 D2 E8 45|7cC 07 00 48|88 6C 24 48| .A..302E|..A.1%H 00000000006 1F548 || 0000000000796198 -
00007FF920A610A0 | 88 C3 48 8B| 5C 24 40 48[ 88 74 24 50|48 83 C4 20| .AH.\SGH.tSPH.A_ e T ||| e || e
BTN EespERE
3,fIE1T/E R T EespiE
+ [000000000041c02e 0000 add byte ptr ds: [rax],al
« ||000000000041CD30 FFOO inc dword ptr ds:[rax]
+ [1000000000041CD32 F5 cmc
* [1000000000041CD33 A2 010080040000FF00| mov byte ptr ds:[FF000004800001 1,al
* |000000000041CD3C 0000 add byte ptr ds:[rax],al
+ 000000000041cD3E 0000 add byte ptr ds: [rax],al
ARl — - | 000000000041cp40 53 push rbx optionalHeader.AddressofEntryPoint
« [|000000000041CD41 56 push rsi
+ [1000000000041CD42 57 push rdi
* [1000000000041CD43 55 push rbp
+ |000000000041CD44 48:8D35 DAA2FFFF Tlea rsi,qword ptr ds:[417025]
« [|000000000041CD4B 48:8DBE DBIFFEFF Tlea rdi,gword ptr ds:[rsi-16025]
. [lo 0041cD52 57 push rdi
31pB xor ebx , ebx
31c9 xor ecx,ecx
. 41CD57 48:83CD FF or rbp,FFFFFFFFFFEFFFFE
* [|000000000041CD5B E8 50000000 call upx pro max.41CDBO
+ [ 00000000004 1c060 0108 add ebx,ebx
« |l000000000041c062 | v 74 02 je upx pro max.41CDG6
« [|000000000041CD64 F3:C3 ret
+ ||000000000041CD66 8B1E mov ebx,dword ptr ds:[rsi]
* |000000000041CD68 48:83EE FC sub rsi,FFFFFFFFFFFFFFFC
* ||000000000041CD6C 11pB adc ebx,ebx
+ (100000000004 1cD6E 8416 mov d1,byte ptr ds:[rsi]
+ [ 000000000041¢070 F3:c3 ret
« [|000000000041CD72 48:8D042F Tlea rax,qword ptr ds:[rdi+rbp]
* ||000000000041CD76 83F9 05 cmp ecx,5
* |000000000041CD79 8A10 mov d1,byte ptr ds:[rax]
+ 11000000000041CD7B v 76 21 ibe ubx pro max.41CDIE

4 ¥ TFFrsplINTEH B, 18

RAX
RBX
RCX
RDX
RBP
BSE
RSI
RDI

R8
RO
R10
R11
R12
R13

00007/FF92/A48620
00007FF927A30000
5DB0AO1BOF/60000
00007/FF92/A48620
00007/FF927A30000
000000000061FF00
0000000000401000
0000000000418071

0000000000000245
0000000000000246
0000000000000245
0000000000000245
0000000000000000
0000000000000000

<kernel3?2. Get
kernel3?2.000C

<kernel3?.Get
kernel32.000(
L l'fﬁil-@ "
upx pro max.(
upx pro max.(

L'

L'IEI
L"n’
L"n’

BT E AR BRI, B A &I E—E D HEETTH T, LR T popfizTh



| e|ooooC Ml ERTATFE ret
L———>@|0000( ) ERFES mov ebx,dword ptr ds:[rsil
©® | 0000C mm o poe stz sub rsi,FFFFFFFFFFFFFFFC
@ 0000C " - - adc ebx,ebx
s iR - .
®|/ 0000 #* %‘gﬁ %*5 mov d1,byte ptr ds:[rsi]
e/ 0000¢ ¥ E# QVORD®¥) ret
@|/0000C /° f&sm Space lea rax,qword ptr ds:[rdi+rbp;
: 88885 * EHREB) Yo, BEH, RO P e, FHOG)
I el 0000c¢ il BRILEFEF). .. Ctrl+B . B, SAW . . == (W) gaEx]
| /0000 M EFIA® Czl'R o, B, RITE 8, 1FEO FFFC
| -—--@|0000( & 5EZRELE©) s ., SFHQ E
1 e|0000C™ sEAE W, wE UR -
i ! ©||0000C g s23(c) , & RE ER » |, dword ptr ds:[rax]
] @ | 000nc | AE SA » 4
L — N =
—— X &= N ) v W, mE AT »
gword ptr ds:[upx pro 1 &z L&D * T6EFFFB
000000000041CD44 25 '
. upx
X1, =mm® »
Wak1 @WrE: W see Lm 1 el BEER P Sk
bk +AE M =RrCEO ASCII
000000000061FF08 | 00 00 mwwrwwrvvvuvu vuTuvr vo uoowoTu0 00 00 OO ..o . oo o ...
000000000061FF18| 00 00 00 00|00 00 00 00|00 OO0 00 00{00 00 00 00| .everevuuunnnnn.
000000000061FF28 | 7D_25 64 3E|F9 7F 00 00|00 00 00 00|00 00 00 00| }%d>U...........
000000000061FF38| 00 00 00 00|00 00 00 00|00 00 00 00{00 00 00 00| ...evvvunnnnn...
000000000061FF48| 00 00 00 00|00 00 00 00|00 OO0 00 00{00 00 00 00| ..vvvvvuuunnnnn.
000000000061FF58 | 28 AF 94 3F|F9 7F 00 00|00 00 00 00{00 00 00 00| (T.2U...........
000000000061FF68 | 00 00 00 00| 00 00 00 00|00 00 00 00{00 00 00 00| .u'vvvvvuuuunnnn.
000000000061FF78| 00 00 00 00|00 00 00 00|00 OO0 00 00{00 00 00 00| ..ovvevunnnnnn..
000000000061FF88| 00 00 00 00|00 00 00 00|00 00 00 00{00 00 00 00| .evvvvrununnnnn.
000000000061FF98 | 00 00 00 00|00 00 00 00|30 FB FF FF|FO 04 00 00| ........ 00yyd
000000000061FFA8 | 30 FB FF FF|DO 04 00 00|21 00 00 00|00 00 00 00| O0y¥D...!.......
000000000061FFB&| 00 00 00 00|00 00 00 00|00 00 00 00{00 00 00 00| ..vevevuuunnnn..




000000000041CF46
000000000041CF47
000000000041CF4A
000000000041CF4B
000000000041cF50
000000000041cF51
000000000041cF52
000000000041CF53
000000000041CF54
000000000041CF55
000000000041CF5A
000000000041CF5C
000000000041CF5F
000000000041cFbl
000000000041CF65
000000000041CFbA
000000000041CF6EB
000000000041CFbC
000000000041CF7 3
000000000041CF75
000000000041CF78
000000000041CF7 A
000000000041CF7/B
000000000041CF7C
000000000041CF7E
000000000041CF82
000000000041CcF84
000000000041CF88
00000000004 1CF8A
000000000041CF8B
000000000041CF8C
000000000041CF8E
000000000041CF8F
000000000041cF90
000000000041CF95
000000000041cF97
000000000041CF99
000000000041CF9A
000000000041CF9D
000000000041CF9F
000000000041cFAl
000000000041CFA4
000000000041CcFAb
000000000041CFA8

4D:31c0

E8 1A000000

48:8Dp4424 80
6a 00
48:39c4
~ 75 F9
48:83eC 80
— E9 7645FEFF

48:8D35 CDDOFEFF

48:AD
48:85C0
~ 74 14

41:50
48:83ec 28
FFDO
48:83c4 28
41:58
5A
59

~ EB E5
5E
c3
B8 CF410000
0000
00c0
CF
41:0000
0000
00FC
8540 00
0000
0000
CcOcF 41

pop rdx
xor r8,r8
push rax

pop rax
pop rbp
pop rdi
pop rsi
pop rbx

push 0
cmp rsp,rax

cld
push rsi

Tlodsq
test rax,rax

push rcx
push rdx
push r8
sub rsp,28
call rax
add rsp,28
pop r8

pop rdx
pop rcx

pop rsi
ret
mov eax,41CF

add al,al
iretd

add ah,bh

ror bh,41

call upx pro max.41CF6A

jne upx pro max.41CF5A
sub rsp,FFFFFFFFFFFFFFS0
jmp upx pro max.4014£0

je upx pro max.41CF8E

jmp upx pro max.

add byte ptr ds:

add byte ptr ds:
add byte ptr ds:

lea rax,qword ptr ss:[rsp-80]

lea rsi,qword ptr ds:[40a040]

[rax],al

[rax],al

test dword ptr ds:[rax],eax
add byte ptr ds:[rax],al
add byte ptr ds:[rax],al

5 LLfS?*z{I]_ILMKﬁstpEJK:’él IEFRA RAEVERERN O, LB R AT LAE A scyllafist 7

00000000004014E4
00000000004014EB
00000000004014F1
00000000004014F6
00000000004014FB
00000000004014FC
00000000004014FD
0000000000401501
0000000000401502
0000000000401506
0000000000401510
0000000000401514
0000000000401519
000000000040151C
000000000040151F
0000000000401522
0000000000401524
0000000000401528
0000000000401529
000000000040152A
0000000000401528
000000000040152C
000000000040152D
000000000040152E
000000000040152F
0000000000401530
0ononnnnNNNN4AN1TS37

48:83EC 28
48:8B05 F5420000
C700 00000000

E8 CA080000

E8 85FCFFFF

90

90

48:83c4 28

c3

0F1F40 00
662E:0F1F8400 000000(
48:83EC 28

E8 EF1C0000
48:85C0

0F94c0

0FB6CO

F7D8

48:83c4 28

€3

90

920

90

90

90

90

90

48:8D0D 09000000

~ FO NAFFFFFF

sub rsp,28

mov rax,qword ptr ds:[4057E0]
mov dword ptr ds:[rax],0
call upx pro max.401DCO
call upx pro max.401180

nop

nop

add rsp,28

ret

nop dword ptr ds:[rax],eax
nop word ptr ds:[rax+rax],ax
sub rsp,28

call <IMP.& onexit>

test rax,rax

sete al

movzx eax,al

neg eax

add rsp,28

ret

nop

nop

nop

nop

nop

nop

nop

lea rcx,qword ptr ds:[401540]
Aimn ¥ nra max 401510

00000000004057E0:

L"@me"

R

2PR

rr PON® ® RRRRARDR



Bl soyllax6a v0.9.8 —

File Imports Trace Misc Help

Attach to an active process

44306 - UPX PRO MAX.exe - C:\Users\zhang\Desktop\UPX PRO MAX (2)\UPX PRO MAX.exe P Pick DLL

__ Imparts - S
Show Invalid Show Suspect Clear
IAT Info Actions Dump
OEP  00007FF9271A43C3 IAT Autosearch Autotrace Dump PE Rebuild
VA
_ Get Imports Fix Dump
Size
Log

Module parsing: C:\Windows\System32\KernelBase.dl|
Module parsing: C:\Windows\System32\msvcrt.dll
Loading modules done.

Imagebase: 0000000000400000 Size: 0001E000
->>> Module KernelBase.dll selected.

ebase: 00007FF9270F0000 Size: 003F5000 EntryPoint: 000BD030

Imports: 0 ¥ Invalid: 0 Imagebase: 0000000000400000 UPX PRO MAX.exe
6,=&EiDump, AEREFXMH, BREIAT Autosearch,



IAT found X

IAT found:

. Start: 00000000004091E4
Show Invalid Show Suspect_ Size: 0x13E70 (81520) Clear

IAT Info Dump
OEP 00000000004014E0 ] ‘

BE J Dump PE Rebuild

VA  00000000004091E4

m .
Size  00013E70 GO Fix Dump

7, BFIATEXE, BREGet Imports,

Imports

v kernel32.dll (23) FThunk: 000091E4
5« msvcert.dll (28) FThunk: 000092A4
)% ? (8) FThunk: 0000D08C

#-v kernel32.dll (3) FThunk: 0001D03C

Show Invalid Show Suspect Clear

IAT Info Actions Dump

OEP 00000000004014E0 IAT Autosearch Autotrace T PE Rebuild

VA  00000000004091E4

Get I rts .
Size 00013E70 € ‘mpo Fix Dump

8, m i Fix Dump, & N7 Dump TR EFAT LY  IREFL A LlidaZ i 7,



int64 sub_4018

1_ e5()

2{

3 unsigned __int64 v1; // rbx

4 unsigned __inté4 v2; // rbx

5 _DWORD v3[44]; // [rsp+4@h] [rbp-46h] BYREF
6 _QWORD v4[4]; // [rsp+Feh] [rbp+7eh] BYREF
7 _QWORD v5[4]; // [rsp+lieh] [rbp+9eh] BYI
8 _QWORD v6[4]; // [rsp+13eh] [rbp+Boh] BYI
9  _QWORD v7[4]; // [rsp+156h] [rbp+Doh] BY
18 _QWORD v8[4]; // 176h] [rbp+Foh] BY
11 _QWORD v9[4]; / [rbp+116h] BYRE
12 _BYTE vie[48]; : [rbp+13@h] BYRE
13 char v11[52]; [rbp+166h] BYREF
14 int j [rsp+214h] 194h]

15  int i [rsp+218h] bp+198h]

16 int né [r >p+2_:h [rbp+1 Zih

17

18 sub_4@1D80();

19  sub_4@31B8(asc_405000);

20 sub_4@31B8(asc_4050A0);

21  sub_4031B8(asc_405140);

22 sub_4031B8(asc_4051EQ);

23 sub_4031B8(asc_405280);

24 qword_40926C(500);

25  sub_4031B8(aAtThisPointShe);

26 sub_4031B8(alHopeYouEnjoye);

27  sub_4031B8(aPlzInputYourfFl);

28 memset(vo, @, sizeof(v9));

29 memset(vs, @, sizeof(vg));

30  memset(v7, @, sizeof(v7));

31  memset(vé, @, sizeof(ve));

32 memset(v5, @, sizeof(v5));

33 memset(v4, @, sizeof(v4));

34 v3[42] = @;

35 v3[e] = 34;

36 v3[1] = 17;

37 v3[2] = 23;

38 v3[3] = 33;

39 v3l4] = 22;

49 v3[5] = 17;

41 v3[6] = 60;

42 v3[7] = 61;

43 v3[8] = 36;
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#include
#include
#include
#include
#include
#include
#include

int main
int

for

for

<stdio.h>

<stdlib.h>

<string.h>

<math.h>

<stdbool.h>

<windows.h>

<winternl.h>

O 1

enc[] = {0x22, 0x11, Ox17, 0x21, 0x16, 0Ox11,
Ox2E, 0x74, 0x7C, 0x7D, 0x6D, 0x72,
oxeu, Oxd2, 0x57, OxUdE, 0x3B, Ox24,
Ox43, 0x13, 0x7A, 0x68, 0x11, Ox3D,
0x5D, 0x29};

(int i = 41; i > 0; i--) {

enc[i - 1]

(int j
printf("%c",

return 0;

O, XEMRERET FIEERZ

enc[i - 1]

0; j < 42;
enc[j]
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// "At this point, Shell's learning comes to an end."
// "I hope you enjoyed it."
// "plz input your flag:"

B LER, X B8 gpt Bt fthi#]

enc[i];

j++) {
l}l);

FHIE

0x3C,
0x6C,
0x36,
ox24,

0x23,
OxOE,
0x3A,
0x10,

/ 1/
(e

)

VA

Y)Y 1)
N
) ) ((—
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0x65, 0x5C,
0x36, 0x34,
0x2C, 0x6D,
Ox2E, 0x52,
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