Bt 5### Reversing-x64EI1f-100

THMHE RS BidatT 7, EE 7 stringsBf 9, A Mz X EEElinuxFTF,
ZEEEmainR B S AR, H Emaint B/R 7iR[E1M B A 8RR BB A 1B/, H B RIER
B E/RIERE T sub_4006FD,

int64 fastcall main(int a1, char a2, char a3)
{

char s[264]; // [rsp+0h] [rbp-110h] BYREF
unsigned __int64 v5; // [rsp+108h] [rbp-8h]

vb = readfsqword(0x28u);
printf("Enter the password: ");

if ( !fgets(s, 255, stdin) )

return O;

if ( (unsigned int)sub_4006FD(s) )
{

puts("Incorrect password!");
return 1;

}

else

{
puts("Nice!");
return O;

}

}

BEEXNREIHE G LTIt FIRTIE S H (char )(v3[n11 % 3] + 2 (n11/3)) - (char *)(n11 + p_s)
=1

int64 fastcall sub_4006FD(__int64 p_s)
{

int n11; // [rsp+14h] [rbp-24h]
_QWORD v3[4]; // [rsp+18h] [rbp-20h]

v3[0] = "Dufhbmf";

v3[1] = "pG’imos";

v3[2] = "ewUglpt";

for (n11 =0; n11 <= 11; ++n11)

{

if ( (char )(v3[n11 % 3]+ 2 (n11/3)) - (char *)(n11 +p_s)!=1)



return 1;

}

return O;

}

R A SNFERZAMNEAE 1 2R B PEEE T 14 86R B0 HEHflag A FHREFEFRZE
7, H X T FIENEa R — RissHI A KA, TRE G aifFh THIA BT/ T ERE
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def generate_password():

This function replicates the password validation logic from the reverse-engineered C code to
generate the correct password. """ # These are the hardcoded strings from the binary

v3 =

"Dufhbmf",

"pG’imos",

"ewUglpt"

]

password = []

# The loop runs 12 times, for nll from 0 to 11
for nll in range(12):

# This part calculates the index to get the source character,

# exactly matching the C code logic: # *(v3[nl11 % 3] + 2 * (n11 /
3)) string_index = nll % 3

char_index = 2 * (nl1l1 // 3) # Use integer division

source_char = v3[string_index][char_index]

# The condition for a correct password character is:

# ASCII(source_char) - ASCII(input_char) == # Therefore, the
correct input character's ASCII value is source_char's ASCII - 1
correct_char_code = ord(source_char) - 1

password.append(chr(correct_char_code))

return "".join(password)

--- Main execution ---

if name == "main":
correct_password = generate_password()



print(f'[*] The script has derived the password.")
print(f'[*] Correct password is: {correct_password}")

FHZEIE I Code_TalkersHF B 7ElinuxiE{THIERH

$ ./challenge

Enter the password: Code_Talkers
Nice!
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<& O (O https://eci-2ze0nbeo1748h5f1ztqm.cloudecil.ichungiu.com:80/index.php

@ () eaEeaE (- )o. () GitHub @ CIHEETE-CIFL.. @ HE-BHmE £ cfshow 4 ZTWFE W U

Hello!

Today is 2025/10/19

welcome to my first website!

ROBOTS is protecting this website!

But... Why my head is so painful???!!!

And why you are here again and again?

Trust me, hidden page is not as simple as you think.

HTTP/2 302

date: Sun, 19 Oct 2025 05:05:59 GMT
content-type: text/html
content-length: 0@

x—-powered-by: PHP/5.5.9-1lubuntut.29

set-cookie: found_hidden=1

fldg: flag{22edl18bO-ac5a-U60c-90U40-72Ue8Ua8755u}
location: /index.php




RIEW T E REVEE R o] Frrobots. txt, Z [FIRIE 2 R ¥T Frindex.php, & fGi8id curl -v REFE
E I ERRIEAmL Sk, 527 flag

2,

strange_login
AMUERINFEZRMAKSHNERL, ZidsqlEN admin#AKS ZiEMEE;

B T flag HFEGABNSELECT * FROM users WHERE username = 'admin'# AND
password = '"123'

B G EHIER

¥, admin!

------------------------------------------------------------------------------------

"BHAMEI=1T! ? " - BiEREENEEREERE €
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FEHHIFCEphp
AN ER— TR ENMR HEBRREERNM2EEMR, FTRFEMIURELBEELERE T2

B curl <4508 7 RG], ZEEhmIBVERLS, B EBRP LI T 4 ZF/s3kret.php; F 2FTFF XN
bl
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& O A FRE 4794.239.26:34820/s3kret.php
@ () veEeEE (- o () GitHub @ CTFEATE-CTFL. © #@f%-BHRFaR & dfshow 4 A%

{?php

highlight file(_ FILE );

include “flag.php”;
if(isset($_POST[ newstar2025 1)) {

Sanswer = $ POST[ newstar2025’];

if(intval ($answer) | =47&&intval ($answer, 0) ==47) {
echo $flag;

}else!
echo

S ATiIfEYE BB A AR Rintval BRIELBVHE, T HI4 73 b ) \i# 57, F 2B Heurlfg < curl -d
"newstar2025=057" htip://47.94.239.26:34820/s3kret. php; IET/E{SHflag

<code><span style—"color‘ #GG@GGG"
<br />highlight_file</span><span style="color: #007700">(</span><span style="color: #0000BB">__FILE__</span><s
<br />if(isset(</span><span style="color: #000OBB">$_POST</span><span style="color: #007700">[</span><span sty
<br />&nbsp;&nbsp;&nbsp;&nbsp;</span><span style="color: #000OBB">$answer&nbsp;</span><span style="color: #007
700">=&nbsp; </span><span style="color: #B00OBB">$_P0ST</span><span style="color: #007700">[</span><span style=
f <br />&nbsp;&nbsp;&nbsp;&nbsp;if(</span><span style="color: #00POBB">intval</span><span style="color: #007700"
>(</span><span style="color: #000OBB">$answer</span><span style="color: #007700">)!=</span><span style="color:
#OOOOBB">UT7</span><span style="color: #007700">&amp;&amp;</span><span style="color: #00OOBB">intval</span><sp

an style="color: #007700">(</span><span style="color: #000OBB">$answer</span><span style="color: #007700">,6</s
pan><span style="color: #0000BB">0</span><span style="color: #007700">)==</span><span style="color: #0000BB">u
<br />&nbsp;&nbsp;&nbsp;&nbsp;&nbsp;&nbsp;&nbsp;&nbsp;echo&nbsp;</span><span style="color: #0000BB">$flag</spa
<br />&nbsp;&nbsp;&nbsp;&nbsp;&nbsp;&nbsp;&nbsp;&nbsp;echo&nbsp;</span><span style="color: #DDEOOO">"{Rif K&
<br />}</span>bsp;&nbsp;&nbsp;}r: #007700">;

</span>

</code>flag{f80e3de6-1854-1438b-al155-1337f153Udel} : $ |

4,
B RBER T EZX
BRIEEREEAL, 58 X B R—F 9, X ERERS 8120853 2k Tscore = 1000000;
A5 Hiflag
fzZSemiREl:
FE=newstar, XE{RHflag flag{0e05561c-8dc4-431e-b3b2-
add6b2f5fe3d}


http://47.94.239.26:34820/s3kret.php

basectf(i¥[a))
1,#### You are good at IDA

La e vilCApLOITU Lalclilal SYLUUL g Lulillla Lullvuiwil
= IDA View A (] Pseudocode-B B Pseudocode-A [ = Strings x| ™ St
1
2 int _ fastcall main(int argc, const char **argv, const char **envp)
31
4 char Yeu_4Re_ [9]; // [rsp+27h] [rbp-9h] BYREF
5
6 _main(*(_QWORD *)&argc, argv, envp);
7 strcpy(Yeu_4Re_ , “"YOu_4Re_");
8 printf("This is the first part");

9 putchar(10);

18  printf("%s", Yeu_4Re_ );

11 putchar(10);

12  printf("You can shift f12 look look");
13 return @;

14 }

I
n Data Unexplored External symbol ]l Lumina function
a IDA View—A [ Pseudocode-B B Pseudocode-d @ [& Strings E

1 int Second()

3 printf("This is the second part");
4  putchar('9");
5 putchar('e");
6 putchar('8");
7 putchar('d");
8 putchar('_");
9 putchar('4");
18  putchar('7");
11 putchar('_");
12  printf("Only the last part remains");
® 13 preturn printf("The last part is in a named Interesting's func");




on Data Unexzplored External symbol Lumina function

Pseudocode-B B E Pseu

iiiil]

z E  IDA View-A
1 fint Interesting()
{
putchar('i");
putchar('d");
return putchar('4');
}

oy w Bow pa

‘A TEida B3t T BHEEREN AT

2 #H#HE UPX mini
XNEAdieER AMBER, TRERUEEER, R EAidak I maindhF1Ebase644w13, #2H
Eﬁ% ij!ag(izfﬂiﬁ_furxﬁ_’gfﬂ5_%%!]ﬁ@%ﬂ%ﬁ%ﬁﬁdieEE—TE’ﬂﬁl’i)

60222 <- 43326  71.94% winél/pe UPX mini.exe

Unpacked 1 file.

C:\Users\zhang>|



on Data Unexplored External symbol [l Lumina function
X IDA View-A B Pseudocode—A 8 @] Hex View-1
1 int _ fastcall main(int argc, const char **argv, const char **envp)
24
3 char flag[112]; // [rsp+28h] [rbp-88h] BYREF
4 const char *CcCcCc; // [rsp+26h] [rbp-18h]
5 unsigned __int8 *enc; // [rsp+98h] [rbp-8h]
6
e 7 _main(argc, argv, envp);
® 8 puts("Have you heard of UPX shell???");
® 9 puts("UPX shell is a very powerful tool that can compress your exe file");
® 16 puts("So, plz input your flag:");
® 11 scanf("%99s", flag);
® 12  enc = base64_encode(flag);
® 13  CcCcCc = "QmFzZUNURNtIYXYzX@BfZzBvZF98MWOzISEhfQ==";
e 14 if ( !strcmp((const char *)enc, "QmFzZUNURNtIYXYzX@BfZzBvZF9@MWezISEhfQ==") )
e 15 puts("Congratulation, you have successfully get the flag!");
16 else
e 17 puts("You are wrong, try again!");
o 18 free(enc);
® 19 return 8;
® 20}
3, #### BasePlus

FaRIER 1T 7 R FR e R E T F BB Tbase64f#H

idafTH &M —BELFSE base64, & FencodeK %], & Mbasec4 I ARES, ER BN FRI1EHE
H*



| IDA View-4 B Pseudocode—4 ] » Stack of main

He

1 int _ fastcall main(int argc, const char **argv, const char **envp)

2 {

w

char Stril[2832]; // [rsp+28h] [rbp-FF8h] BYREF
_QWORD v5[257]; // [rsp+8leh] [rbp-888h] BYREF

printf("Try typing something:");

scanf("%s", v5);
9 Encode(vs, Strl);
e if ( !strcmp(Strl, "lvfzBiZiOw7<1lhF8dDOfEbmI]i@bdcZfEc”z>aD!") )
11 printf("Wow, you actually got the flag");

4
5
6 _main();
7
8

L2 else

13 printf("Maybe you need to try again?");
14 return @;

15 }

21 e — 4,

.e
e 38 do
e 39 {
5 ® 40 v7 = vle;
;z ® 41 *(&v14 + n2) = al[vie - 1];
e ® 42 v12 = (int)n2 <= 2;
e ® 43 v13 = v3 > (int)vie++;
e ® 44 ++n2;
e 45 }
e ® 46 while ( vi13 && v12 );
© | a7 }
jz ® 48 vl7[@] = Secret[(unsigned __ int8)vis »> 2];
o | ea v17[1] = Secret[(HIBYTE(v15) >> 4) | (16 * (_BYTE)v1s) & @x3@];
e ® 59 v17[2] = Secret[(v16 >> 6) | (4 * HIBYTE(v15)) & @x3C];
e ® 51 v17[3] = Secret[vl6 & Ox3F];
e ® 52 nd_1 = nd_2;
€ 53 do
° s g
e ® 55 *(_BYTE *)(p_Strl + nd4 1) = v4[n4_1] ~ @xE;
e ® 56 ++n4d_1;
‘e 57
e ® 58 while ( n4_1 != n4 );
[ ® 59 LODWORD(result) = n4;
u—— N1 nd_2 += 4;

® 61 v4 -= 4;
i:gj ® 62 nd += 4;

63 }
® 64 while ( v3 > v7 );
65

® 66 result = (int)result;

® 67 *(_BYTE *)(p_Strl + (int)result) = @;
® 68 return result;

® 69 }

00000BS5 Encode:26 (401595)




FEETACTFT. @ B -BHE=E  § dishow & STWFE W URNEAFEN..  © ChatGPT & SDRFHRAZSEP. & DIRFRAESEP. & SHIBFGAEEr. @ Ading - (REHE >

Last build: 2 years ago - Version 10 is here! Read about the new features here Options * Helpo
Recipe BEs Input + 038 =
1vfzBiZiow7<1hF8dDOfEbmI]i@bdcZfEc z>aD!
XOR (T lie
Key Scheme
oxe HEX Standard

Null preserving

From Base64 on
Alphabet
/128GhIoPQROSTeUbA... v Remove non-alphabet chars =0 F1 Q@ Tr Rew Bytes < LF

Output a8 rD M o

D Strict mode
BaseCTF{BASe_DEcoD1N6_sEcr3t Jul

STEP m ZutclEake
mc 30 = 1 @ ems

Tr Raw Bytes <« LF

4 #HHH# ez_maze
B AdieBEFRIMER, HiZidaF Ao, KX KBE— 115158 BwasdiTHIBXK S vk, B
KERFERRIZ A BENER K RER



n1l9 = (unsigned __int8)buf_[1i];
if ( n119 == 'd" )
{
if ( n269 % 15 == 14 )
goto LABEL_20,;
++n209;

¥
else if ( (unsigned _ int8)buf [1] > ex64u )

{
if ( n119 == "s" )
{
if ( n289 > 209 )
goto LABEL_20,
n2e9 += 15;
}

else
{
if ( nl19 != "w' )

{
_ABEL_21:
j_puts(aInvalidInput); // "Invalid

return -1;
}
if ( n2e9 <= 14 )
goto LABEL_29;
n2e9 -= 15;
¥
¥
else
{
if ( n119 != 'j@" )
goto LABEL_21;
if ( 1(n289 % 15) )

{

A mea L T

J00009F9 main:52 (4015F9)
shift+12[5 & 2| 7 6%, Z 5B Ashift+51e BUX MERE, B S H 7 =R LA B RER IR
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visited = [0] * (15 * 15) # ic>Eiin i

def BFS(maze, x, y):
queue = [(x, vy, '")] # WE|, bfsHY|, dfsHtk
while queue:
X, y, path = queue.pop(0)
if x <15 and y < 15 and x >= 0 and y >= 0 and visited[x * 15 + y] !=
1 and maze[x * 15 + y] != 1:
visited[x * 15 + y] = 1 # iEWC&yinid T
queue.append((x + 1, y, path + 's')) # HEEFFFRMM

queue.append((x, v - 1, path + 'a'))

queue.append((x, y + 1, path + 'd'))

queue.append((x - 1, y, path + 'w'))
else:

continue

if maze[x * 15 + y] ==
return path

flag = BFS(maze, 0, 0)
print(flag)



FH—BRFRFEMTmd5RIRED, S 1Xmd5ARI3IF H T flag
EETECFL. @ 85F-BHFoig & dishow 4 STWFE W WRREDCHEDN.. @ ChatGPT & EEIIEFHRGESP..
Last build: 2 years ago - Version 10 is here! Read about the new features here
Recipe a [ ] i Input

sssssssddddwwwddsssssssdddsssddddd
MD5

mec 34 = 1

Output

hilb?dGeEBe8a34cb918613e8de97efe

& BEDIRTHESRG P



